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Executive Summary

The use of online technologies in post-secondary education has become commonplace, both as a
supplement to on-campus courses and as the sole medium of instruction and interaction in online
courses. However, the use of learning management systems such as Moodle, Blackboard, and
WebBoard raises questions about the privacy of students and the confidentiality of their information
when interacting online. Furthermore, to the extent that student engagement facilitates learning and
retention of course content, changes in student engagement and interaction resulting from concerns
about privacy may have an effect on student learning.

This report is written for Distance Education Services at the University of Victoria. Distance Education

Services provides services for both faculty and students, and supports distance learning at the University

of Victoria via the delivery of online courses. ¢ KA a4 NBLR2 NI gAtf lFaairad 59{Q
learning that online students may face while taking courses at the University of Victoria, including those

barriers resulting from privacy concerns. Greater knowledge of student engagement and privacy

concerns will allow DES to address student perceptions and, where necessary, make changes to further

encourage student engagement and learning in the online classroom.

The research objective for this report was to address the following three interrelated questions:

1) 2KIFIG FNB aitdzZRSydaQ LINKR @I O O2y OSNYy
being exposed to a variety of learning technologies?

2) How do these concerns impact on their engagement, with course content, with
instructors, and with other students?

3) 2 KFd OFly GKS dzyA@SNERAGE R2 G2 I RRN
comfort, and encourage student engagement online?

Methodology

Research for this report was gathered via a literature review, a review of University of Victoria privacy

policies and regulations, and interviews with students from the School of Public Administration. Semi-

structured interviews with 20 students who had taken at least 1 online course focused on the following

G2LIAO | NBFA&Y (GKS SEIG $rifdty cdnabris A W (GdENSSA\ N2 2 y'd ik gz8 S yORadeN.
knowledge of privacy policies and the privacy characteristics of the online learning environment; student

engagement in online courses; factors affecting online student engagement; and on suggestions that

students had for improving their engagement in online courses. A complete list of interview questions is

attached as Appendix A.

Literature Review Findings

The findings of the literature review indicate that there are some significant gaps in the literature when
it comes to relating online privacy to student engagement and learning in the online classroom. While
there are numerous studies on student concern for privacy in the online classroom or on student
engagement in the online classroom, these studies are generally very context-specific. Existing



literature does not address the interplay between all three variables - student engagement, concern for

privacy, and online learning. Mostimportantly, 1 KS f Ay 1 06S046SSy aidzRSyGdaqQ 02\
level of learning has only been made indirectly ¢ because of the relationship between student concern

for privacy and engagement, and the relationship between student engagement and learning.

Interview Findings

Interview findings indicate that the relationship between privacy concern and student engagement is

Y2NB ydzr yOSR GKIYy GKS fAGSNY (dz2NB & dz3 Dfesdichal id { G dzR
nature, because students are concerned about the confidentiality of workplace-related information they

share throughout their courses. In response to their concerns, students have implemented various

coping strategies, as well as benefited from strategies executed by their instructors. Nonetheless,

students admitted to engaging differently in the online environment than they would on-campus.

Therefore, while interview findings confirm a link between concern for privacy and student engagement,

the connection is in reality more intricate than was suggested by the literature review.

Discussion

Research findings indicate that the privacy concerns of students in the School of Public Administration at
the University of Victoria may be different from student privacy concerns more generally, as indicated
by the literature. This would mean that steps to address privacy concerns and student engagement in
this particular context may not necessarily be generalisable to the broader University of Victoria context
and that unique issues beyond literature findings are significant.

Findings of the Literature Review indicated that, because students may feel less self aware and feel
more anonymous in the online learning environment, they may feel more free to interact in their online
courses relative to their on-campus courses (Tu, 2002). This was not supported by the findings of the
interviews. Instead, students were very conscious of their name and work information being shared
with the class, and as a result censored their online engagement to varying degrees. Students exhibited
behaviour and opinions that indicated they were in fact more self-aware and significantly more
concerned with their privacy online, particularly in relation to work information.

The literature was silent with regards to student views on sharing workplace examples and information,
which was a dominant theme of the interview findings. Students were overall very hesitant to fully
disclose workplace examples and experiences in their discussion because of the sensitivity of the
information to them, and because they were not assured that information they share could not be used
outside of the online classroom. Findings indicate that students will continue to hold back on the
content and strength of their contributions, as long as contributions are not completely confidential, and
as long as students are required to share workplace information.

As was also indicated in the literature, many of the students interviewed were not aware of privacy
policies relating to the online learning environment. However, students generally assumed that such
policies existed, and that mechanisms were in place to protect their privacy and to remedy any
information breaches that might occur. Students therefore chose not to seek out additional information
because of their trust in universities generally, and because of their trust in and familiarity with the
University of Victoria in particular.



Recommendations

The focus of these recommendations is on removing barriers to student engagement in online courses ¢
barriers that stem from a concern for privacy or from the online medium itself.

Recommendation 1 Encourage the Use of Course Privacy Notices
Recommendation 2 Ensure that Instructors Provide Students with

Detailed Course Expectations
Recommendation 3 Provide More Training to Online Instructors
Recommendation 4 Increase the Anonymity of Students
Recommendation 5 Conduct Further Research

Conclusion

This report is a first step in addressing a gap in the literature on how student privacy concerns relate to
student engagement in the virtual classroom. This report has shown that there does seem to be a
NBfFGA2yaKALI 0SS lydobc&ns and thetlzehgagemetan onliBoddesO However, the
reported privacy concerns were not related to any technical abilities of the learning management
systems as was suggested by the literature. Instead, student privacy concerns related primarily to
concerns about the confidentiality of the workplace information they are asked to share in their courses.
As a result of these concerns, and due to the different nature of the online medium, students engaged
differently but not necessarily more or less online than on-campus.

As online learning continues to expand, it will remain important to ensure that student learning is
maximized in the online environment. Additional research on the extent of the privacy concerns
discussed in this report would benefit this field. Furthermore, a better understanding of the instructor
and university perspectives would provide a more rounded view of how student privacy concerns relate
to engagement in online classes.
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Chapter 1: Introduction

With the expanding use of online technologies® in post-secondary institutions, new opportunities are
becoming possible for students to engage with their coursework, their instructors, and each other. The
use of online instructional technologies and platforms® has become commonplace, whether as a
supplement to on-campus courses, or as the sole medium of instruction and interaction in online
courses.

The use of these technologies raises questions about the privacy of students and the confidentiality of
their information when interacting online.> While the online medium allows information to be
communicated quickly and affords learners the convenience and flexibility of completing coursework on
their own time, it also means electronic information is stored, sometimes indefinitely, with the
possibility of being retrieved at a later date. The storage of online information may lead to students
perceiving the online environment as less private than the on-campus environment. Furthermore, the
more permanent nature of written communication and discussions means students may be more
careful about what they write, and limit the level of personal and professional information they include
in their discussion postings.

The purpose of this research is to determine how and to what extent any privacy concerns may affect
student engagement in an online classroom. This research is relevant insofar as student engagement
facilitates learning and retention of course content; changes in student engagement and interaction
resulting from concerns about privacy may indirectly have an effect on student learning. The selected
university for the research for this report is the University of Victoria, British Columbia.

The research objective for this report is to address the following three interrelated questions:

1) 2KIFG FNB aiddzZRSydaQ LINR @I Oe O2yOSNya ¢
exposed to a variety of online learning technologies?

2) How do these concerns impact on their engagement, with course content, with
instructors, and with other students?

3) 2KIFG OFy G4KS ' yA@GSNERAGE R2 (2 I RRNBa
encourage student engagement online?

0

! Online technologies are technology that is used in conjunction with the internet.

YhytAyS O2dzNBS LIX I GF2NNVAZQ 2N w2y fAyS fSENYyAy3 LX I

Ffa2 NBFSNNBR (2 Fa W[ SIENYyAy3a alyl 3
such as document sharingsh 1 S&a%X ¢So6 OKFG yR O2y¥FS
online course experience.

3 Privacy, security, and confidentiality will be defined and discussed in Chapter 4, as a part of the literature review.

In brief, there is some overlap in the meaning of the three terms in the online context. While the literature does

not provide a concrete definition for online privacy, the literature generally amalgamates all three of the terms

dzy RSNJ G KS dzYo NBf f I 255f thid keldbit, Grig@ge Dilrefer (CidaNly td dalBe ptiddapyl J2 &
except where differentiation is necessary.
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As implied by the above questions, the focus of this report is on student perspectives of privacy and
engagement. University and instructor perspectives on the issues raised in this report warrant separate
investigation.

This report establishes a baseline understanding of student concerns relating to privacy and online
learning, and of how these concerns might in turn affect student engagement in the online learning
environment. Findings from a literature review and interviews with students in the Masters of Public
Administration program result in a series of recommendations to Distance Education Services at the
University of Victoria2 Yy 6l 8a (2 AYLINB @S & iidaReSnlive@@irofmsnt. N/ Ay 3 SEI

The following report will proceed with an overview of the client for this report, Distance Education
Services (Chapter 2), a description of the methodology used (Chapter 3), followed by Chapter 4, a
review of existing literature on privacy in online learning, student engagement, and how the two are
connected to student learning. Chapter 5 provides a brief overview of University of Victoria policies and
regulations pertaining to privacy, security and confidentiality. Interview findings are outlined in Chapter
6, a discussion of these findings takes place in Chapter 7, and Chapter 8 presents recommendations and
a conclusion.



Chapter 2: Background

This chapter discusses the role of Distance Education Services, the client for this report, and the School
of Public Administration, University of Victoria whose students were interviewed.

This report is written for Distance Education Services (DES) at the University of Victoria. DES supports
0 KS dzy Ad@t&dededrning v ghe delivery of online courses, and provides services to both faculty
and students. As listed on its website, DES is there to support students and instructors with their
distance learning experiences, to make these experiences as effective as possible. Such support can
include course development and production assistance for faculty, library services for distance learning
and teaching, and resources and tutorials for students to develop their independent learning skills,
among others (see http://distance.uvic.ca/programs/services.htm).

This report will benefit Distance Education Services (DES) at the University of Victoria by clarifying what
privacy-related barriers to learning online students may face while taking courses at the University of
Victoria. Due to an increase in demand for online courses and programs, as well as the ongoing
expansion in online learning at the University of Victoria, DES would like to increase its understanding of
how and why students engage online, how students perceive the privacy of the online learning
environment, and how these factors may affect their learning. Greater knowledge of student
engagement and privacy concerns will allow DES to address student perceptions and, where necessary,
make changes to further encourage student engagement and learning in the online classroom. The
recommendations included in Chapter 8 provide guidance on possible changes.

The focus of this study is the School of Public Administration, which offers both an online and an on-
campus program for its Masters in Public Administration degree. Online courses are available to
students in the online and on-campus programs, and are also in some cases available to students from
other programs as electives. In addition, several instructors at the School of Public Administration
teaching on-campus courses choose to supplement their in-classroom teaching with an online forum for
document sharing and assignment submission. While in the past WebBoard has been one of the
primary learning management systems for the delivery of online courses, Moodle is currently the most
commonly used platform within the School of Public Administration. In addition, Elluminate can be used
by instructors for holding live discussions or virtual lectures. Elluminate is a third-party hosted service
that allows students to participate in real-time written or oral discussions via the internet. A third
university-provided learning management system is Blackboard, which provides similar functions to
Moodle: places for posting various course-related information and assignment instructions, and fora for
asynchronous written discussions. The following chapter discusses the methodology followed for this
study.



Chapter 3: Methodology

A multi-method approach was adopted for the methodology for this study. Information for this report
was gathered via a literature review, a review of relevant publicly-accessible University of Victoria
policies, a review of information on online course delivery platforms provided to the researcher by her
client, and interviews with students who are enrolled in or have recently graduated from the Masters of
Public Administration program atthe UnA S NB A G& 2F =+ A Ol 2 Nahdksbwledge K&
a student - of how online courses are delivered at the University of Victoria, and with Moodle in
particular, was also drawn upon.

The purpose of the literature review was to understand the research on: student privacy concerns in
online courses; the relationship between student engagement and learning; the relationship between
privacy and student engagement; and the comfort level of students while engaging in an online learning
environment.

The literature review included a review of academic journals and publications as well as think tank
studies and reports. A variety of databases and internet search tools were used to obtain relevant
literature. To ensure as comprehensive a list of sources as possible, given the minimal previous research
on the topic, bibliographies of relevant publications were also used to locate additional relevant
research and publications. The results of the literature review are presented in Chapter 4.

To understand how the findings of the literature review applied, if at all, to the University of Victoria
aSGGdAy3IT Hn AYGSNBASEE 6SNBE O2yRdzOGSR 6AGK
Administration. The researcher, in consultation with DES, decided that students enrolled in the Masters
of Public Administration (MPA) program would serve as the population from which a sample of students

aiddzRS

was interviewed. This decision was in part influenced by the researcK SN & | OOS&a&aA0Af A&

with this group.

Due to the limited nature of literature on this subject, it was decided to interview students at the
University of Victoria about their online course experiences. A benefit of using interviews is that they
allow the researcher to engage in a more in-depth and open-ended discussion of the issues (Babbie &
Benaquisto, 2002). Furthermore, the use of an online method such as a survey may have limited the
pool of willing participants to those who are perhaps less concerned with online privacy issues; it is
conceivable that students with a high level of concern for online privacy may not have been willing to
participate in an online survey (Sheehan, 2002). Students with a high concern for privacy would be
more likely to share their thoughts via discussion with the researcher, where they are able to develop a

10



rapport and become comfortable with their interviewer, and where there is no chance that their
information is being stored by a third party online.

Interviews were semi-structured and used a flexible, conversational format to allow for open discussions

between the researcher and interviewee (Corbetta, 2003). A combination of pre-determined and open-

ended questions was asked. This format allowed the researcher to probe further into interesting or

unexpected responses, and to further explore responses when necessary (Babbie & Benaquisto, 2002;

Sociology Central, n.d.; Zorn, n.d.). The interviews focused on the following areas: the extent and

YIEGdz2NE 2F aiGdzZRSyidaQ O2yOSNY 6AGK LINAR@GlFO& Ay GKS C
privacy policies and the privacy characteristics of the online learning environment; studentda Q
engagement in online courses; factors that affect their online engagement; and on suggestions that

students had for improving their engagement in online courses. A complete list of interview questions is

attached as Appendix A.

The study population included School of Public Administration (SPA) students who have taken at least
one online course. Individuals were invited to participate through an email distributed via the SPA
student list serve. The goal was to have sufficient representation of students from both the online and
on-campus programs, and students with varying experience with online courses. Twenty-seven
students responded to this initial email, and of these 20 were interviewed. The twenty students
interviewed were those that were still interested after the researcher emailed them additional
information about the interview ¢ timing, length, and the requirement of verbally consenting to a
Consent Form. As the sample of students that was interviewed was essentially a convenience sample,
any findings obtained from this sample can not represent the wider SPA or University of Victoria student
population.

Interviewees were not provided with the interview questions beforehand ¢ only with a general idea of

the purpose and scope of the research. The reason for this was that the purpose of many of the

questionswas 12 3JISYSNI GS Iy dzyRSNRGFYRAY3I 2F AYyGSNIBASSS
privacy issues. Providing questions to interviewees beforehand may have inadvertently made

interviewees think ahead of time more about the issue than they might otherwise have. All interviews

were conducted via phone or Skype and were audio recorded using a hand-held recorder. Interviewees

were asked pre-determined questions, and when necessary were asked clarification questions, or to

elaborate on their answers. The complete list of interview questions is included as Appendix A.

Interviews ranged in length from 20 to 37 minutes, with the average interview lasting just under 29

minutes.

To facilitate analysis, interviews were transcribed and compiled with any handwritten notes. Results
were analyzed by the researcher on the basis of common themes. This included themes that were
expected and intentionally sought out by the interview questions, as well as unexpected common
threads that emerged once the completed interviews were analyzed as a group.

11



The open-ended nature of many of the questions provided interviewees the opportunity to add personal
commentary for any of the questions asked. This made collating the responses challenging, especially in
cases where discussion went significantly beyond the scope of expected responses.

Results of the literature review and interviews are compiled in this report, prepared for Distance

Education Services at the University of Victoria. Findings of the literature review and interviews resulted

in a series of recommendations for the client on how to further improve student engagement in online

courses. In addition, a focus group script has been prepared to aid DES in its future research on the

topic. The proposedd ONRA LJ0i Kl & 06SSy AYyF2N¥YSR o6& GKS f hiGSNI Gdz
the usefulness of interview questions, and the findings of the interviews. The focus group script was an

additional deliverable requested by DES and is attached as Appendix B.

Several known weaknesses to this research methodology exist. An important weakness of the semi-
structured interview is that the information gained from it is highly dependent on the competence of
the researcher as an interviewer (Babbie & Benaquisto, 2002; Sociology Central, n.d.). Researchers with
minimal experience conducting interviews may miss out on opportunities to further explore topics, or
be unfamiliar with the best way of asking questions to solicit the most comprehensive responses. This
would result in the researcher missing out on valuable information. To address this weakness, the
researcher consulted a textbook on social research methods.

A further potential limitation of the methodology is that 4t KS ljdzt t AGeé 2F +y Ay (dSND/
dependent on how articulate and thorough he or she is. The researcher attempted to remedy this
6SIH1ySaa oe& LXFYYyAy3a LINRPO6S ljdsSadAiazya GKIFIG O2dzZ R ¢
lacked context. The researcher also attempted to stay silent when possible, a valuable method for

soliciting further responses or elaboration of a previous response (Zorn, n.d.).

Possible problems associated with self-reporting include: respondentsQinability to provide factual
information and/or the unwillingness of respondents to provide what they know to be accurate
AYF2NXYIEGA2YT YR GKS WKIf2 SFFSOUQ O60YdzKE HAAMOUO P
deflating their answers so they reflect more positively on themselves. This effect may have come into
play for this research as well, as respondents may have been hesitant to share how little they knew
about privacy beforehand, or be embarrassed to share that they had not previously informed
themselves about privacy issues. The researcher was therefore careful to encourage all responses, and
to create a relaxed environment in which interviewees would feel comfortable sharing their thoughts, or
f-O01 GKSNB2TF® Ld o1& F+ttftaz2 YIRS OfSIFENI G2 AYyiSNBAS

Lastly, the qualitative nature of the results means that they are subject to the biases and perspective of
both the researcher and interviewees themselves. ¢ KS NB &SI NOKSND&a LISNBLISOUA DS
influenced how results were perceived, however the researcher was careful to interpret results purely
from the perspectives of the students interviewed. However, iy (i S NIJA &g ar&onlNtheir
perspectives, and therefore it is difficult to make generalizations about the results. This stems in part

12



from the variety of information obtained from the use of open-ended questions (Babbie & Benaquisto,
2002; Sociology Central, n.d.). A potential remedy for this is to avoid making broad generalizations that
go beyond the scope of the interviews. For this project, the researcher was careful to focus on results in
terms of what was found by interviewing students from the School of Public Administration at the
University of Victoria in particular, rather than generalizing to a broad University of Victoria or Canadian
universities setting.

The primary limitation to the findings of this research relate to the topic area. While an effort was made

G2 SELXIFAY GSNya dzaSR Ay ((KS |jdzSaidArz2zyas NBaLRy
understanding of terms that were used throughout the interview, & dzOK | & WLINA @I O& Q
Furthermore, the findings are limited to a student perspective of the issues, not the instructor or

university perspective. Additional research will be required to bS G G SNJ dzy RSNEGF YR Ay aidN
' YAOSNBAGREQE LISNBLISOGAGS 27F LINR O ILadlg thd nyefRoddfogyI I IS Y Sy
used does not allow for results to be generalized beyond the University of Victoria, School of Public

Administration context.

The project received ethical approval from the Research Ethics Board at the University of Victoria on
February 15, 2010. Interviewees were guaranteed confidentiality, and were informed that their names
or identifying information would not appear in the final report. Interviewees were emailed a consent
form prior to the interview date, and were asked to verbally agree to this consent form at the outset of
their recorded interview.

The research for this report was undertaken via a literature review and interviews with students.
Interviews were used to elaborate on literature review findings and to determine how the findings of
the literature review applied, if at all, to the University of Victoria setting. The researcher was aware of
the weaknesses and limitations of this approach, and took steps to minimize the effect that these
weaknesses would have on research findings.

13



Chapter 4: Literature Review

This chapter discusses the literature on online privacy, student engagement and online learning.

Literature review findings indicate that there are some significant gaps in the literature when it comes to

relating privacy to student engagement and learning in the online classroom. While there are numerous
addzRASa 2y GKS fAy] 0SG6SSy | aldzRSyiaQa 02y OSNYy
classroom, these studies are generally very context-specific. For example, these studies may focus on a

specific program at a particular university for example. It is clear that further research on the effect of

student privacy concerns on student engagement and learning is needed.

The review is comprised of several sections. This chapter begins with an overview of the context, or
educational environment, in which this report is written. Next, online learning”, privacy® in the online
classroom, and student engagement are defined and discussed independently. Subsequently, the
relationship between student engagement and concern for privacy is discussed, as is literature looking
at the relationship between student engagement and learning. The final section of this chapter, entitled

WEAYAGEGARZ2YE 2F SEA&GAY3I NBaASENDODKQ adzYYlF NAT S& GKS
of I RANBOG tAy]l 0S8SiG6SSy | adGdzRSyidQa LINRKR G O& 02y 0S8

In an online course, all aspects of learning ¢ coursework, class participation, teacher communication,
and group work are mediated through an online course platform. There has been an increase in the use
of online technologies for on-campus classes as well, where online tools are used to supplement in-class
instruction. Online instructional technologies can take many forms and serve many purposes. In the
case of online courses, they provide the primary medium for interaction and information sharing and
FNE NBFSNNBR (2 a W2ytAyS fSENYAY3I YIylF3ISYSyid ac
for document sharing, communication and discussion, and group work may however also be used in on-
campus courses. Despite this increased use of these technologies in universities, university privacy
issues had received little attention at the time of this project, in comparison to private sector privacy
issues (Culnan & Carlin, 2009). Furthermore, research is needed to ensure the quality of online
education is not affected by the online environment itself (Yang, Tsai, Kim, Cho & Laffey, 2006).

Recent years have seen an increased use of online technologies in universities, as well as a documented
increase in demand for online courses (Conaway, Easton & Schmidt, 2005). This demand has been
driven in part by the fact that online courses provide convenience and flexibility to the learner, which
has allowed large numbers of mature students to pursue studies while remaining employed (Chen,
Gonyea & Kuh, 2008). This increase has also been attributed to demographic changes among students
(more students are working while enrolled in graduate courses), rising education costs, and new
technology (Frey, Faul & Yankelov, 2003). Lastly, the demand for online courses has been fuelled by the

* Online learning, or an online class, refers to a university course that takes place entirely online.
> The contested nature of the term privacy is discussed in Section 4.3.1. For the purposes of this report, the
language used will refer primarily to privacy ¢ which will include security and confidentiality.
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2008/2009 economic downturn, and the related decrease in available employment (Bell, 2010). The
increase in demand for post-secondary education that resulted from the recession has meant also an
increase in demand for online courses, in particular among working professionals unable to relocate.

As more students engage in online learning, it becomes important to ensure the quality of learning is
not affected by the online environment in which courses are offered. Furthermore, it is important to
recognize and address any challenges associated with online learning that do not exist in the traditional
classroom, such as a lack of familiarity with the technologies used, the difficulty of communicating only
in writing, and the challenge of online group work. Further challenges to online learning are discussed in

sectionW2hyf AyS [SIENYAYy3IQ o0St260

The increased use of online learning tools in particular requires an understanding of how students
perceive privacy issues, if at all, and what effect these perceptions may have on their engagement
online. An understanding of factors, such as privacy concern, that may inhibit student engagement is
central to ensuring the maximization of learning in the online environment (Kuh, 2001a). With a better
understanding of what affects University of VictoriaQ& Y f A Y S  geridedtiarS of 8nd cOncerns with
online privacy in their courses and how these concerns impact their engagement, recommendations can
be made to promote engagement and increase learning.

The use of applied learning techniques in many classrooms has meant an increase in the types of
information students are being asked to share with their classmates and instructors, both on-campus
and online. The inclusion of confidential personal and professional information in assignments and in
online discussions is seen as a way to promote learning. Often, students are also required to post
introductory statements outlining their academic and professional backgrounds, the city they live in, and
are encouraged to post pictures as a part of their online class profile. In order to promote student
learning, students are encouraged to use personal experiences and reflections to appreciate the
application of principles and concepts (Siemens & Althaus, 2009). While personal reflection and the use
of real life examples are not new to university courses, sharing workplace information in an online
setting in which student contributions are recorded is different than sharing such information informally
via oral classroom discussions. The nature of the online medium means that information shared online
will be stored verbatim significantly longer than it is retained in the minds of students participating in
on-campus course discussions. Furthermore, while many younger students, who have limited workforce
experience and are studying full-time may not worry about sharing information on past work
experiences, a large portion of students enrolled in online degree programs are in an older age cohort
and have already been active in the workforce (Chen et al., 2008). Older online students therefore have
more workplace information to share and may view a requirement to share such information differently
than younger students with less work history.

The use of applied learning techniques, coupled with a documented increase in the demand and use of
online learning technologies, gives rise to a unique set of privacy issues that may impact how students
engage and learn in the online classroom. A discussion on how student privacy concerns may affect
engagement in the online classroom begins in the following section - an overview of literature on online
learning.
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delivery mode, thereby allowing students to participate regardless of geographic location, independent
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place online ¢ including class discussions and the submission of assignments. The use of computers and

the internet is radically changing instructorsQ I YR & (i dzR Sy ll€arfing [PawkdN@Mith&IS &

1997). However, research assessing how this technology is affecting students is just now starting to
inform best-practice guidelines for educators (Frey, Faul & Yankelov, 2003). Such research is relevant,
however, because the use of computer technologies at universities will continue to increase (Yang et al,
2006; Powers & Mitchell, 1997; Connolly, 1994). As the cost of education rises, more students will
choose to take courses online, both for financial reasons and for convenience. This convenience is
important to older students who do not wish to move across the country to go to school. New
technology has made it possible for these students to take courses, while working and continuing to live
at home.

The introduction of information technology to the university setting has generally been well-received
(Earp & Payton, 2001). Though online courses have sometimes been perceived as being of lower quality
than traditional on-campus courses, in large part due to perceived limitations of student-to-instructor
and student-to-student interaction, it has been shown that online learning outcomes are at the very
least equal to those of traditional campus-based courses (Arbaugh, 2000; Arbaugh, 2004; Lorenzo &
Moore 2002 as quoted in Conaway, Easton & Schmidt 2005; Muilenburg & Berge, 2005; Powers &
Mitchell, 1997; Richardson & Swan, 2003).

In addition to online courses, learning technologies are also commonly used as supplements to on-
campus courses. On-campus courses that make use of such technologies without a decrease in in-class
instruOG A2y GAYS | NB - MNBR SNINREYH 12yND SRS 3t SSHI N A y 3
2003). Several instructors in the School of Public Administration at the University of Victoria use Moodle
as an easily-accessible forum for posting course-related information (course outline, schedule, reading
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strategies such as posting course information online, and allowing students to submit assignments and
receive feedback online improves the efficiency and convenience with which information can be shared
between instructor and students. As the same learning management systems are used in both online
courses and as a supplement to on-campus courses, privacy concerns related to the platforms
themselves would be relevant to web-assisted learning as well.

Online learning is different from traditional on-campus learning in several important ways (Blair & Hoy,
2006; Muilenburg & Berge, 2005; Powers & Mitchell, 1997). When compared to the on-campus format,
online learning requires learners to take an even more active role in independently pursuing their
learning. An online course is presented entirely in an online setting; all information relating to the
course is hosted by an online learning platform such as Moodle, Blackboard or WebBoard. This means
that students do not interact face-to-face, in many cases never meet each other, and are only able to
communicate with the instructor and each other via the class discussion fora or messaging systems.
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Students may also interact with each other and their instructors via email or telephone. While this lack
of in-person communication can present challenges to students who are not familiar with online
learning or to students with only a minimal understanding of associated online technologies, it also
presents opportunities to those with busy schedules that prefer to study part-time, at a time of their
choosing.

The primary difference between on-campus and online participation is that online class discussions take
place asynchronously (Powers & Mitchell, 1997); students can participate at their convenience provided
they meet the minimum weekly requirements for participation (number and quality of postings) in the
class discussion forum. The asynchronous nature of online learning provides students the opportunity
to develop meaningful responses and to think through the content of their contribution (Powers &
Mitchell, 1997; Richardson & Swan, 2003). This differs from the on-campus setting where students are
forced to participate more immediately, without time to fully consider their responses to discussion
topics. Students who are hesitant to engage in the on-campus classroom may participate more online,
where they are more anonymous and able to ensure the quality of their contributions (Tu, 2002b;
Powers & Mitchell, 1997). For some students, the online learning environment may also facilitate
interaction; some students are less self-aware and perceive themselves as more invisible and
anonymous online than in a classroom environment. This in turn allows students to express themselves
more freely (Tu, 2002b). In particular, students who may be quiet in an on-campus setting and who are
hesitant to participate in fast-paced class discussions may benefit from the extra time an asynchronous
online environment allows them to put together their discussion contributions.

Live chat, utilized by some instructors for online classes, is one example of synchronous communication
in online learning; students are required to log on to a program, such as Elluminate, and participate in
written or oral discussions within a set time period. While live chat can be beneficial for sharing large
amounts of information relatively quickly, for maintaining discussion momentum, and for simulating an
on-campus environment, it may be difficult for those unable to type quickly, who are unfamiliar with
online chat functions, and/or who are hesitant to participate in such forums for various reasons. Live
chat also does not provide the same time convenience or participant anonymity enjoyed in
asynchronous discussions. While the live chat function does simulate the on-campus environment, live
chat interactions differ from on-campus interactions in that students are unfamiliar with each other, and
may not feel as comfortable engaging with strangers.

Online learners are on average older than their on-campus counterparts, and are more likely than on-
campus learners to be enrolled part-time (Chen et al., 2008). Older learners have been defined both as
WYl §dzNBQ YR WI RdzZ §Q f SI NJY S NA betwddt théakes ol 12 (e 4gS
at which a typical undergraduate student graduates) and 30 (the age after which students generally
return to university after having spent several years not in school). It has also been suggested that
online education appeals to a specific sort of student, one that is more motivated and self-directed (Blair
& Hoy, 2006; Chen et al., 2008).

According to Blair and Hoy (2006), a range of interactions and types of communication are required to
ensure that the sometimes different needs of both older and younger online learners are met. This is
relevant insofar as older learners may communicate differently in the online environment (Muilenburg
& Berge, 2005) ¢ an environment with which younger generations may be more familiar and more

17



comfortable. A further difference between older and younger online students is the way in which they
communicate; younger students who are familiar with communicating online via writing may
communicate less formally in their online courses, while older students may choose to communicate in a
more formal academic manner. These different communication styles could also affect how students of

varying ages and different technology-related skill setsA Y 1 SNLINB i F S f 2idadditindeR Sy G a Q

age, other factors that have been shown to significantly affect student online learning include: gender,
ethnicity, self-rating of online learning skills, online learning enjoyment, and the number of online
courses completed (Muilenburg & Berge, 2005).

The literature shows that students perceive online learning more positively as they take more classes
online (Arbaugh, 2004; Muilenburg & Berge, 2005). Such changes include an increase in comfort with
the online learning medium as more classes are taken, and a reduction in perceived barriers (technical
skills, learner motivation, time and support for studies, technical problems, and social interaction) to
online learning after completing many courses. The biggest increase in comfort occurs between the first
and the second courses taken, with comfort levels continuing to gradually increase as more classes are
taken. A novice online learner may be less comfortable with engaging in classes for a variety of reasons
¢ time requirements to shift learning modes, preconceived expectations of online learning, less
favourable perceptions of participant interaction than in the campus-based setting, and the
development of social presence.® Overall, students find that the time required for online courses is high,
both for participating and responding to discussions as well as for completing assighments (Powers &
Mitchell, 1997).

I ND | dZB)Qtady found that an increase in the number of online classes taken led to significant
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perception of participant interaction; and in the perceived utility and ease of use of the course software.
Arbaugh therefore recommends providing focussed attention to first-time online learners, to facilitate
their participation in future online courses. Similarly, Muilenburg and Berge (2005) discuss a huge
decrease in perceived barriers to online learning after completing just one course. There is also a
general trend towards increasing quality of learning as more online classes are taken and students
become more comfortable with the medium (Arbaugh, 2004). Regardless of what precisely changes as a
result of multiple experiences with online courses, the literature consistently discusses changing student
perceptions and comfort levels with more classes taken, inferring that perceptions of the medium are

solidified after multiple experiences  KSy a G dzZRSy GaQ T2 Odza theyfaced @herf 2 y 3 S NJ

first introduced to the online learning environment. The implication is that any research assessing
student views of online learning should be conducted with students who have taken at a minimum one
online course.

In general, students find that accessing course information in one central online location is very useful
(Frey et al., 2003). Such course information would include the course outline, assighnment instructions,
reading list, deadlines, etc. Students also view email communication with the instructor and posting
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grades online as very useful. Students however did not like sharing personal information in their online
O2dzNES&a 2y LISNB2Y | f A OnfnR disdussidaRdsuyhsi are Wri6tReY Sdlordn® & d Q
online learning management systems that were not viewed favourably by students. { (i dzR 8isfike & Q
online course discussions is particularly relevant due to the central nature of discussions to online
engagement and learning. Live chat discussion forums are also viewed quite negatively by students.
This may be associated with the perception that this forum is not private, that the live chat forum is not
secure. A study by Tu (2002a) found that approximately one third of respondents did not feel secure or
anonymous on bulletin boards or in real-time discussion. It is important to note that students did not
view certain course tools favourably for various reasons, including the time commitment required to
participate in online course discussions. Students therefore did not necessarily view these functions
negatively because they did not serve an educational purpose.

In addition to perceiving the utility of online learning platform components differently, students also
perceive some as more private than others. Whereas email is seen as a very private form of
communication (Tu, 2002b), real-time discussions and online course bulletin boards are considered less
private (Blair & Hoy, 2006; Tu & Mclsaac, 2002). Both students dislike of certain course tools and the
perceived privacy of these functions are therefore relevant to determining how students approach their
use.

Researchon i KS &l FSié& 2F LISNE2YIf AYyTF2NXIGA2Y YR O2yad
online is widespread (Culnan & Carlin, 2009). However, the field of research pertaining to privacy in the

virtual classroom is less established. It is therefore relevant to first look at what online privacy means

broadly before referring to the more narrow field of online privacy in the virtual classroom.

Online privacy has been defined in several ways. Central to most online privacy definitions is the notion
of individuals being in control of who sees their personal information or work, and when they get to see
it (Blazic & Klobucar, 2004; Culnan & Carlin, 2009; Milne & Culnan, 2004; Sheehan, 2002; Tang et al.,
2008). In other words, privacy is about the control over access to 2 Y S Q &infoBmétin ¢ éthe ability to
O2y iNRf (GKS I OljdA&aAridAzy Iy Ré Tak St al2 F008 Apy5R)2 MNsl G A 2y |
important to note that this definition encompasses both real and perceived conditions, where the latter
refers to conditions that people believe to be real even without external validation (Monfils, 2003). The
way in which students perceive the privacy of certain situations or course components is what affects
their level of concern, not the actual privacy characteristics of the situation or component. The actual
privacy is only relevant when it coincides with the perception of privacy ¢ when actions are based on
fact rather than on unverified perceptions of privacy.

An important component of privacy is security (OECD, 1980) ¢ which in turn refers to the safe storage of,
and ability to limit or prevent access to, information stored online. Security can exist without privacy in
situations where securely stored information is used for inappropriate purposes, or for purposes other
than those for which it was originally intended (Culnan & Carlin, 2009). For example, when information
is shared by those responsible for storing it with parties who are not authorized to access it, the
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information would be secure, but not kept private. While there is a clear distinction between these two
concepts, they are related and are in many cases used interchangeably.

A third related concept is that of confidentiality, which can be considered an aspect of security (Johns &
Lawson, 2005). Confidentiality is part of the language commonly used to discuss privacy. While there is
no clear distinction between privacy and confidentiality in the literature, privacy generally refers to a
specific situation or technology and confidentiality is primarily used to describe information. As an
example of how confidentiality is used in the academic sense, Connolly (1994) recommends that
academic institutions Gshall treat electronically stored information as confidential. The institution shall
treat all personal files as confidential, examining or disclosing the contents only when authorized by the
owner of the information, approved by the appropriate institutional official, or required by local, state,
2 NJ TS RGMNALE Thik lisagefof the term shows the similarity and overlap of confidentiality, and
privacy and security as they were defined above.

As discussed above, the language used in this report will refer primarily to privacy. It was found that for
the online situation in particular, use of the term privacy refers to both privacy in the traditional sense
(control over information), as well as the security of that information. Because the safety of identities
also falls within the realm of what is frequently discussed in the literature on online privacy, traditional
notions of confidentiality may also be included in references to online privacy.

Privacy in the online learning environment can be protected by the adoption of an appropriate privacy
protection regime by the learning service provider ¢ either the university or the owner of the technology
being used by the university ¢ by privacy protection mechanisms such as anonymisation or identity
management (Blazic & Klobucar, 2004). It has been suggested that additional privacy risks may result
from teachers using non-university based learning platforms where the privacy protection measures of
the learning tool are not influenced by any existing university privacy policy (Blazic & Klobucar, 2004).
Universities are not able to ensure studey' 1 & Q LINRA @ Cod-unigefsify Yrovided doyfsa togls
such as Google Docs and Utilium.

The meaning of privacy in the context of online learning has not been clearly defined (Tu, 2002b).
However, the issue of privacy is particularly important in the context of online learning when compared
to the on-campus environment (Sheehan, 2002, Tu, 2002b). Not only are discussions in the virtual
classroom more permanent due to being written, but discussions could be easily shared outside of the
classroom verbatim simply by copying and pasting. In comparison, there is a certain level of assured
privacy in an on-campus environment, where course discussions cannot be shared verbatim outside of
the class, where students do worry less that what they say will be shared outside of the classroom, and
where students can more easily develop a certain level of trust in their classmates through personal
interactions. In short, there are more perceived and actual risks to privacy in the online environment,
and students are more concerned about losing control over how and with whom information is shared.
It is therefore particularly important to have measures in place to ensure the privacy of course-related
material in online courses.
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Past studies have assessed what demographic variables are associated with ay’ A Y R AcghteRddar f Q&
privacy. It has been shown that females and older individuals generally exhibit a greater concern for
privacy than males or younger individuals (Milne & Culnan, 2004). However, it has also been shown that

those in an older age cohort (over 45 years old) exhibit behaviour on both extremes of the privacy
concern spectrum ¢ either they are very concerned or not at all concerned about privacy (Sheehan,

2002). A further demographic factor affecting concern for privacy is education ¢ those with a higher

level of education are more concerned about their privacy online than their less educated counterparts
(Sheehan, 2002).

Several characteristics 3 SSY G2 FFFSOG AYRA DA Reazbrdllydiividuds MIhS LIG A 2 v
greater technological knowledge are more likely to perceive low system privacy than those with less
technological knowledge (Tu, 2002b). However, it has also been found that students who had higher

self-efficacy beliefs, which include confidence in performing a task, were more willing to share personal

information (Yang et al., 2006). A possible explanation for this is that students who feel more confident

in the execution of tasks are less worried about their conversation being recorded, or that they may

accidentally cause a breach of their own privacy through incorrect use of technology.

In a study conducted on the privacy settings of university-r 3 SR & (i atefRdoky/atdcdudts, iCwas
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perceived security of information (Lewis, Kaufman & Christakis, 2008). Individuals are more likely to

have more strict privacy settings if their friends did as well, with Yhore strictQprivacy settings being

defined for the purposes of that study as any privacy setting that has been altered to be more strict than

the default. Females were more likely than men to have private profiles, a finding that supports Milne

FYR [/ dzf yIFyQa ounnn0 FTAYRAY3 indvidubls esh®iying ShigherdleVeF SOG a O
of online activity were also more likely to have private profiles. Of 1,710 respondents surveyed, 33.2 %

KFR GLINARGIGSQ LINPFAESA Ay (GKS adzYYSNI 2F HAanT®

Another area of interest for this report is the extent to which online students are aware of privacy

issues, and whether it is common for students to take steps to safeguard their privacy. Findings in this

area vary greatly from study to study; ml y & @ NA | 6f S& I NB T2 dgffeFor,énd I TFS
view of online privacy. There is only minimal literature on & G4 dZRSYy a4 Q {(y2¢6f SR3IS |y
online privacy issues and on their opinions regarding who can collect and retain information and for

what purposes (Johns & Lawson, 2005).

Student perceptions that some online technologies are not private or confidential do not necessarily
mean that students will approach their use any differently. A study by Tu (2002a) found that the
majority of respondents did not feel online privacy was of particular importance to them. A further
study by Tu (2002b) found that many students were not familiar with privacy issues in the online
environment. While students were aware that such online systems may not be private, many were
Y 2y S KSf vSth the leVeFok pfia@ (Tu, 2002b). Interestingly, many respondents of this same
study were not aware that online discussions could be permanent (Tu, 2002b). Many students were
also unaware of the existence of privacy notices (Milne & Culnan, 2004). Lastly, while many students
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felt that online privacy was important to them, they were primarily unconcerned because they felt their
messages would not interest anyone (Tu, 2002b).

A study by Sheehan (2002) on the privacy concerns of internet users found that many respondents were

unaware of steps they could take to protect their online privacy. She suggests that awareness should be

raised about actions online users can take to safeguard their privacy. The study also found that many
respondents were not fully aware of the privacy issues associated with their activities online. A study

conducted by Johns and Lawson (2005) provides additional insights into the level of & 1 dZRS Y (i &4 Q
knowledge and awareness of privacy issues in the university environment. It was found that students

were generally not well-informed about privacy issues or about the legislation and university regulations

that might affect these issues (Johns & Lawson, 2005). This finding is supported by Pace (2001), who

guestions the extent to which users are being informed about privacy policies and whether users are

making informed choices about giving up privacy in exchange for features of various online services.

Literature on online privacy policies focuses primarily on the broader online environment, not
specifically on the university setting. With internet users becoming increasingly concerned about online
privacy, a common response from organizations with a web-presence is to post a privacy policy outlining
GKS Nixaja Faa20AFrGSR ¢6A0GK @GArairdAiay3d | LI NI A Odzf | NJ ¢
be used by the organization. The purpose of a privacy policy is to convey to users the privacy practices
and principles to which the organization adheres (Proctor, Ali & Vu, 2008; Culnan & Carlin, 2009). While
in theory these policies are a useful tool with which to inform web users of the risks associated with
their actions online, privacy policies have been criticized for being used as a means of insurance for
organizations. The criticism is that these policies are being written from the company perspective rather
than to address consumer concerns, and therefore that they are of little use to users (Proctor et al.,
2008; Milne & Culnan, 2004). Many users choose not to read, or not to fully read privacy policies
because of the time it takes to do so (Proctor et al., 2008). This can be related to the lengthiness and
often incomprehensible nature of privacy policies (Milne & Culnan, 2004). The lengthiness can in turn
be related back to the goal of such policies mentioned above, to protect the organization by fully
disclosing (in great detail) all of their information practices.

It has been found that larger schools are generally more likely than smaller schools to have a home page

privacy notice (Culnan & Carlin, 2009). Less than one third of the 236 websites of top schools listed in

the US News and World Report had privacy policies accessible from their home page, despite the fact

GKFG WySENIe FtfQ AyaildAalddzianzya Sy 3JhAshBebomdssasier Yyt Ay S
to share information within and outside of universities, the need for clear and effective privacy policies

for educational institutions becomes more pressing (Earp & Payton, 2001).

A recent study examining the usability of web privacy policies made some interesting observations with
regard to the comprehension and readability of online privacy policies (Proctor et al., 2008). It was
found that policies were written, on average, at a reading level associated with 13 years of education;
no one with less than a college level education would therefore have been able to read the policies.
While the majority of assessed LJ2 f A OA S & ¢ Scdidslatidhibétvizenle@st hd réxdability was
not found. Nonetheless, longer policies were viewed as providing better assurance of privacy than
shorter policies. Interestingly, even college students with more than 13 years of education do not fully
comprehend privacy policies. Therefore,apolhA O& Q& NI | fetinécdsshrily teilt irRitb&ng easy
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to comprehend. The results of this study imply that the implementation of web-based privacy policies is
far from perfect. The lesson to be drawn from this is that the mere existence of a privacy policy does

y2i NBadzZ G Ay AGa& dza ST dz y SClhan & Cadlin{iKS). ILiNiBhdor&@Q G A 2 v

that web users are aware of policy contents and adjust their behaviour in light of the risks outlined in
the policies.

Johns and Lawson (2005) discuss the question of student responsibility in the area of privacy protection.
Specifically, if a privacy policy has been developed, implemented, and disseminated, whether the
students have a responsibility to read it. Ultimately, there is an onus on users to inform themselves ¢ as
the mere existence of privacy policies does not, on its own, result in the provision of privacy protection.
Johns and Lawson recommend better educating students about privacy policies and issues, to allow

them to make informed user decisions. The purpose of thisNE O2 YYSY RI A2y A& G2

privacy concerns and any actions resulting from these concerns are based on fact and not perception.
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develop, implement, and maintain security procedures to ensure the integrity of individual and
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Although universities currently enjoy a high degree of public confidence (Gross & Simmons, 2006),
effective privacy notices can help create the trust necessary to maintain this relationship with the public
(Culnan & Carlin, 2009). In online purchasing, a key role of privacy policies is to inform consumers about
how information will be used. This increases consumer trust in the organization, which in turn increases
the amount of information consumers are willing to provide to an organization (Milne & Culnan, 2004).
¢CNHzAG A& RSFAYSR la aGiKS gAfttAayaySaa 2F 2yS
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The study of trust, which can be gained through the protection of online privacy, is primarily focussed on
the relationship between online consumers and retailers. In online markets, to facilitate the transfer of
sensitive consumer information to online retailers, trust is important (Tang et al., 2008; Milne & Culnan,
2004). Only when consumers are able to trust an organization with their information are they willing to
share it online. When an online environment is seen as too risky, the probability that a consumer will
purchase online is adversely affected.

Trust can be gained from the effective use of privacy protection measures such as privacy policies (Tang
et al., 2008). To apply the notion of trust to the university setting ¢ trust between students as the
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course, as well as their willingness to share information. This comparison is not without fault however,
as the online consumer situation is not comparable to the university setting in one important way:
students do not have the luxury of choosing between learning platforms for the online courses they
take, and as such there may be less pressure on learning management system administrators to
implement strict privacy policies. In the online consumer-retailer relationship on the other hand, the
consumer in most cases has a choice between many retailers selling the same product; should the
privacy practices of one retailer not satisfy a consumer, there is always the choice to purchase an
alternate product or to purchase from an alternate retailer. In the extreme situation, an insecure online
learning environment may lead students to stop taking online courses, however the possibility of this is
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arguably minimal, due to the lack of alternatives. The implication of this university(retailer)-
student(consumer) relationship is that any changes to the privacy settings of these platforms would
have to be initiated by the university itself; the effects of supply and demand that may lead to changes

AY F LINAGEFGS O2YLIyeQa 2yftAyS LINARGI O& LkfAoe

While the actual privacy of the online learning environment is important, what may in fact be more
important in determining the effect that privacy has on student online behaviour is perceived privacy
(Tu, 2002a; Tu, 2002b)P {GdzRSy (i a Q LIS Nikd 8widrinent id then&Stirel@éant facyor |
in determining whether there is a relationship between privacy concern and student engagement;
a0dzRSyGaQ o0StASTA YR LISNOSLIGAZ2ya |NB gKIQ
privacy situation aligns with student perceptions, however when this is not the case (see Section 4.3.4
above), the perceived privacy is what matters most. As the perceived privacy of a certain environment
may differ from the actual privacy, it is important to consider both how students perceive privacy in
their online courses as well as the actual privacy of the learning environment.

The perception of privacy is important because of the inherently contextual nature of privacy. The
influence of context makes it difficult to understand ' Y A Y RAJA Rdz f Qa 02y OS
2002). Privacy is contextual because notions of privacy can change as a result of environmental and
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subjective by nature. Not everyone will have the same view. Contextual factors that affect how privacy
is perceived can include past online experiences, knowledge of privacy regulations and issues, workplace
environment, and behaviours of close acquaintances with regards to privacy. Sheehan discusses five
factors that can influence a concern for privacy:

1) Awareness of Data Collection - online users have less privacy concerns when they
are aware that data is collected
2) Information Use - online users are less concerned about privacy when

data is used for only a single transaction, than when it
is used beyond that transaction

3) Information Sensitivity - online users are more concerned about some types of
information, such as SIN number, than others, such as
2ySQa ylIYS

4) Familiarity with Entity - online users have less privacy concerns when they are
familiar with the entity than when they are unfamiliar
with the entity

5) Compensation -privacy concern decreases when information is
provided in exchange for something of value to online
users
(Sheehan, 2002)
Tu (2002b) sums up the importance of perceived privacy very succinctly: a 12 F2a0SNJ 'y Ay id SN
learning environment, it is not an issue of maximizing or minimizing the level of privacy. It lies on
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a certain degree of privacy to participate in online activities. Pragmatists weigh the benefits of different

consumer opportunities and services against the degree of personal information sought (Sheehan,

HANHO® Ly 20§KSNJ ¢ 2 Ndpdvacy idwhew hdblle WN6 larél awde of thalpin®y O K Q

risks of certain online activities ¢ sharing an email address with third parties for example ¢ participate in

these activities despite knowing the risks Y R (1 KSNB 0 & -USy]RIyHS 0ASK | ER2ZIND 6 ¢
2002b; Tu & Mclsaac, 2002). This happens when convenience overrides risk and when students do not

think sharing information will negatively affect them. In a study that grouped people into categories
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In addition to a pragmatic approach to privacy, the f A G SNJ ( dzNB | f 42 MWEFIENE (2
towards privacy (Tu, 2002a; Tu, 2002b). A nonchalant attitude is when students think that learning-

related communications and class work are not personal, and therefore do not see any privacy threats

associated with sharing such information. W¢ KS Lff dzaA2y 2F tNAGIO_ZIQ Aa
behaviour. The illusion occurs when individuals cannot visualize any negative impacts resulting from

their actions, because they may not have thought about what may happen if their information is shared

(Tu, 2002a; Tu, 2002b). The illusion therefore is that a particular form of online communication is more

private than it really is, which results from a lacking understanding of privacy risks.

There is also sometimes a paradox between the reported privacy concerns of online users and their
participation in online activities (Sheehan, 2002; Proctor et al., 2008; Lewis et al., 2008). This paradox
refers to the phenomenon of individuals who report a concern for privacy and choose to engage in risky
behaviour anyway. It is likely that very few people would say they are completely unconcerned about
privacy when asked. It may therefore be more relevant to look at student actions rather than student
statements to ascertain their level of concern for privacy.

{GdzRSy (G Sy3ar3aSySyidi KIFIa 0SSy RSTAYSR a |y AYyRAGAR
learning (Kuh, 2001a, Kuh 2001b). It is the way in which, through this mindset, students engage with

each other, their instructors, and with course content in the classroom. Student engagement is

considered a key component of the learning experience, both on-campus and online, and is most

commonly discussed in terms of classroom participation and active learning. Engagement is associated

with several positive outcomes, including high grades and student satisfaction (Chen, Gonyea & Kuh,

2008). While there is an onus on students themselves to engage and get as much as possible out of a

course, it is also the role of the instructor to promote a welcoming atmosphere and to facilitate

discussions (Conaway, Easton & Schmidt, 2005). A key way in which they can do this is to lead by

example, and engage in discussions themselves (Conaway et al., 2005).

It is possible for students to engage in online courses to the same degree as they are able to engage in
on-campus courses, albeit in different ways (Chen et al., 2008). Despite the distance between learners
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and the lack of in-person contact in online courses, it is possible for a community of learners to develop
in an online learning environment. The relationships and rapport that develops between students may
even exceed those that develop in an on-campus classroom environment (Powers & Mitchell, 1997).

Chen et al. (2008) found that online learners scored higher on student engagement than their on-
campus counterparts; online learners however scored lower than on-campus learners in the areas of a)
working with other students on projects during class, and b) working with classmates outside of class to
prepare class assignments. The implication is that, while the online learning environment provides
learners the opportunity to engage in interactive learning as individuals (in most classes participation is
mandatory), at the same time it is not as conducive to student collaboration and group work. Online
instructors may choose to forego group work due to the difficulties students with conflicting schedules
and in different time zones face when working together in the online environment. Furthermore, a
requirement for significant group work in online classes would, in many cases, decrease the flexibility of
online learning, a flexibility for which many students choose to take online classes.

The online environment presents challenges to student engagement that do not exist on-campus.
{GdzRSy(aQ loAfAlGe G2 d&AaS 2yftAyS O2dz2NBRS (SOKy2f23A
these technologies is important (Sheehan, 2002). Technologies that are more user-friendly for all types

of online students will promote student engagement; the less time students need to become

accustomed to the learning platform or other online course tools, the more time students have to

actually be present in the online forum and engage with the material, with the instructor, and with other

students. Social ability ¢ the capacity to associate with fellow students and to use the resources and

tools of a given social context to achieve something of value ¢ relates to the ease with which students

use online learning technologies (Yang et al., 2006). Social ability can therefore affect social presence

YR adGdzRSyi Sy3lr3asySyid Ay (GKS 2yftAyS Syg@ANRBYYSYyI
communicate and interact online.

In addition to literature on student engagement and learning, there was significant literature on the

related concept of social presence and learning. It therefore became important to understand social

presence as well as student engagement. While student engagement and social presence may seem

similar, they are in fact mutually exclusive, but related concepts. Social presence has been defined as a

f S N3aEBAEXAE project him or herself into a community of inquiry, both socially and emotionally

(Arbaugh, 2004). Similarly, Tu and Mclsaac (2002) define A G a &GGdKS RSINBS 2F | 41
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these definitions show, it is more of a feeling than a quantifiable characteristic. Social presence has

been positively associated with student engagement ¢ a high level of interaction is related to strong

social presence (Tu & Moclsaac, 2002; Tu 2002b). Social presence is a factor related to instructional

effectiveness, which in turn makes it an important component of online education.

Social presence is subjective; it exists in the perceptions of learners themselves (Tu, 2002b), and is based
on the medium through which communication takes place (online discussion board, email, etc.). There
are three dimensions of social presence that affect the development of a sense of community among
online learners: social context; online communication; and interactivity (Tu & Mclsaac, 2002; Tu, 2002b).
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Because social presence encourages student engagement, social presence is also relevant for
discussions of student engagement in the online classroom.

Intimacy and immediacy are key components of social presence. Intimacy and immediacy can exist in
the online environment, albeit in less traditional forms than in the on-campus classroom where students
have the benefit of engaging with each other in person (Conaway et al., 2005). Intimacy is a function of
eye contact and physical proximity (Tu, 2002b). Immediacy on the other hand is the psychological
closeness that exists between communicators and the objects with which they are communicating
(Conaway et al., 2005; Tu, 2002b). The two are often discussed in tandem, as they are both related to
the existence of social presence.

Immediacy has been associated with increased student motivation and satisfaction (Conaway et al.,
2005). In the on-campus classroom immediacy can be created via common interactive behaviours such
as gesturing while talking, facial cues, and eye contact. In the online classroom these behaviours are not
possible. Instead, students must rely on such behaviours as using a friendly tone in their written
postings, using first names in postings, and sharing personal stories and examples to create a connection
with other online learners. Together, such behaviours create a safe psychological environment that
allows students to engage effectively (Richardson & Swan, 2003).

Because of its role in creating an effective online learning community, social presence has been related
to student classroom interaction and learning (Conaway et al., 2005). It is important to note that social
presence is not the same as student engagement, rather it is a factor that contributes to engagement via
its role in the creation of a conducive learning environment. This linkage between social presence and
student engagement is summarized in Figure 4.1 below.

contributes to a
which in turn fosters
SV

with other students, instructors, and course material
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environment. The following section explores the linkages between student engagement and learning.

A high level of student engagement and interaction in courses has been positively associated with a high
level of perceived and actual learning (Arbaugh, 2000; Carini, Kuh & Klein, 2006; Conaway et al., 2005;
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Graham & Scarborough, 2001; Kuh, 2001a; Kuh 2001b; Muilenburg & Berge, 2005; Yang et al., 2006).

The level of student learning is correlated with I 2 G dzZRSYy 1 Q& Ay UGSNI OGA2Yy GAGK
students, and the instructor. Engaged learning is promoted via three types of classroom interactions,

interactions that aid in the development of collaborative learning experiences. These three interactions

are: learner to instructor, learner to content, and learner to learner (Conaway et al., 2005).

In a study intended to dispel beliefs that internet-based courses have a lower learning value than on-
campus courses, Arbaugh (2000) found only those variables associated with classroom interaction are
significantly related to online learning. The implication for instructors is therefore to give special
attention to the facilitation of interactive learning styles, which may be the best pedagogical approach
to online courses. In short, this study found that pedagogical rather than technological factors were
more strongly associated with positive student learning in the online environment. While there has
been criticism of the quality of online learning relative to on-campus learning, online learning is now
viewed more positively and has been accepted as equal in quality and in opportunities for engagement
as on-campus learning (Arbaugh, 2000; Arbaugh, 2004; Lorenzo & Moore, 2002 as quoted in Conaway et
al., 2005; Muilenburg & Berge, 2005; Powers & Mitchell, 1997; Richardson & Swan, 2003).

The National Survey on Student Engagement (NSSE) annually assesses the extent to which students at
post-secondary institutions across the United States participate in those educational practices strongly
associated with high levels of learning (Kuh, 2001b). Past research has helped the makers of this survey
understand what factors contribute to high gains in learning; many of the factors relate to student
engagement. The very existence of this annual survey and its focus on the relationship between a
d0dzRSyGdQa Sy3al3aSyYSyida in qﬁlvemf(( Fe nOrk gered@IMB Rirthar teirtamen'é S
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of learning.
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Student engagement is not only important because of its contribution to learning, it is also important to

& (i dzR Peycéptioks of learning (Yang et al., 2006). In a study conducted by Yang et al. (2006) on
a0dzRSyGaQ I OFRSYAO Y20AQGFGA2Y | YR grada ftdddntswhe A £ A &
posted more comments to the online discussion board reported higher levels of perceived learning.

Similarly, there is a strong relationship between the effectiveness of online learning and social

interaction in courses (Muilenburg & Berge, 2005). A relationship between student engagement and

learning is also supported by Carini et al. (2006), whose study suggests that those students with the

lowest prior abilities were able to benefit more from engagement than their peers.

In addition to there being a relationship between student engagement and learning, there is also a
relationship between social presence and learning, to the extent that social presence leads to student
engagement (see Figure 4.1 above). Richardson and Swan (2003) found that students who perceived
high levels of social presence also perceived high levels of learning; similarly, those who perceived
strong social presence in the context of group projects and written assignments also perceived a high
level of learning. Students that perceived high levels of learning and strong social presence also were
more satisfied with the instructor. The recommendation stemming from this study is that those who
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teach or design online courses need to consider the ways in which social presence is conveyed in this
environment, and integrate those aspects into courses.

In summary, student engagement in online courses ¢ with other students, the instructor, and with

course content Call contribute 1 2 G KIF i a0 dzRSy i Qa LISNOSAGSR FyR I Oddz
is positively associated with learning. With the link between student engagement and learning

established, the following section looks at the other important relationship of this report ¢ the

relationship between privacy concern and student engagement.
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2yt AYS sbdadgR&ntdi(Bu® Mclsaac, 2002; Tu, 2002b). Both actual and perceived privacy

contribute to social presence, with lower privacy settings resulting in a decreased perception of social

presence by users. Furthermore, when students perceive a given online learning environment as being

less private or unable to guarantee privacy, they are less interactive or engaged in the learning process

(Tu, 2002b). There is therefore a negative relationship between student engagement and concern for

privacy ¢ the greater a studentQ & O 2alfo(x $iNAEy, the less engaged he or she is in the online

classroom, and the less likely a student is to express him or herself openly.

The literature on privacy concern and student engagement is limited. There are two key authors who
have addressed the relationship between these variables ¢ and their work has focussed primarily on
social presence rather than student engagement. While social presence and student engagement are
related, studies of social presence cannot be substituted for the much less complex notion of student
engagement. While there is more literature on the relationship between student engagement and
learning, only a small amount of this literature has focused on the online environment in particular.

Existing research has not addressed the interplay between student engagement, concern for privacy,

and online learning. Instead, the relationship between these variables must be inferred from studies

GKFG | RRNBaa 2yfte Gg2 2F GKS QGFINRIFotSa +Fd + GAYS
privacy may affect how he or she engages in the online classroom. As outlined in section 4.5, student

engagement is important because of its positive relationship with student learning. While these two

established relationships indicate a connection between privacy concern and learning, this link has not

been made directly. The relationship between the three variables, as established by the literature

review, is summarized below.
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The preceding literature review has discussed the state of literature that pertains to the three variables
of this report ¢ privacy concern, online learning, and student online engagement. The relationship
between student engagement and level of learning has been well-documented, and the link between
privacy concern and student engagement is clear. The remainder of this report will focus on the
relationship between the first two variables in the diagram above ¢ privacy concern and student
engagement. The following chapter builds on this literature review by laying out the University of
Victoria regulatory and policy context with regards to privacy and online courses.
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Chapter 5: University of Victoria
Privacy Context

This section provides an overview of the policy and regulatory context of online course privacy at the
University of Victoria. The privacy provisions of | YA @S NR A U €leardifg mandgémier? dysheinsQ a
are outlined.

The University of Victoria offers a variety of degree programs and courses online. These courses are
open to both on-campus students who choose to take online classes to fulfill degree requirements, and
online students who complete their entire degree online. Courses and programs cater to both recent
undergraduates and adult learners, which can include students in Continuing Studies programs. All
University of Victoria websites are subject to university-wide policies and guidelines, but are maintained
by individual departments and units who have complete control over site contents (University of
Victoria, n.d.b).

The University of Victoria does not have one specific policy governing the privacy, confidentiality, and
security of online courses. Instead, these courses and the learning management systems whereby they
are administered are governed by a variety of University of Victoria policies and procedures, which are
in turn informed by the Freedom of Information and Protection of Privacy Act (University of Victoria
Records Management Policy, 2010). These policies and procedures include:

Protection of Privacy Policy (GV0235)
Responsible Use of Information Technology Services (IM7200/6030)
Records Management Policy (IM7700)
Associated Procedures:
Procedures for the Management of University Records
Procedures for the Access to and Correction of Information
T Information Security Policy (IM7800)
Associated Procedures:
University Information Security Classification Procedures (under
development)
Policy Regarding Access to Student Records (4400)
Archives: Freedom of Information Guidelines (University of Victoria)

= =4 =4

= =

Collectively, these documents regulate the way in which student information is protected at the
University of Victoria. They outline the level of protection required, and discuss responsibilities for
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implementation. Specific measures of protection relevant to online students are outlined in the
paragraphs below.

While the policies that apply to the online learning environment and the information shared therein are
university-wide policies, it is up to individual Administrative Authorities oNJ W! y Achi &chid®
departments, faculties, divisions and schools, to ensure that policies are applied within their area of
responsibility. For example, the Information Security Policy states that Administrative Authorities must
GSyadzNB GKIF G NBrangethghts oré ifpleraebtéddidMIhél [&fornkathdh Resources for
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specify that Units are responsible for the storage of their own Semi-Active records. In addition, there is
alsoanonusonusers’ 12 YIF{1S | WNBFazylofS STF2NIQ (2
associated procedures, standards, and guidelines. The implication is that the existence of privacy
protection measures is most effective when students are knowledgeable about the level of protection
they can expect. Furthermore, there is a limit to the level of effort that the University can reasonably be
expected to make to inform students about privacy policies, without the students themselves making a
WNBIaz2yFroftS STFF2NIQ (2 AYyF2NY GKSYaSt@gSao
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disposed of and maintained in a systematic manner that complies with relevant legislation. It also
specifies that any records that are permanently kept by the university will be subject to the University
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the Management of University Records, which do specifically address electronic records. Records are
managed according to their classification as either active, inactive, or semi-active records, and as either
transitory or vital records. The Records Management Policy specifies that transitory records® should be
deleted from files when they are no longer needed. It is unclear whether archived course information
that is held after the period for disputing grades has expired, should be classified as transitory records.
If yes, then the Units responsible for the storage of such information should be undertaking the
necessary steps for the destruction of such records (University of Victoria Records Management Policy,
2010). However, the Procedures for the Secure Destruction of University Information are still in
development (University of Victoria Records Management Policy, 2010).
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specifies that Units shall ensure that identity information is managed and maintained in a manner that is
consistent with applicable university policies, standards and guidelines, as well as with applicable
legislation.

The Information Security Policy, which also applies specifically to electronically-stored information,
provides that reasonable security arrangements for information are necessary to achieve the
UYyA @SNEAGE@Qa O2YYAGYSyid (2 (KSEUAINMBSNRAQ RIS

relevant legislation such as the Freedom of Information and Protection of Privacy Act. It is also relevant

any individual or unit that uses a given information resource
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completion of a routine action or the preparation of an ongoing record. Transitory Records do not include those
Records required to meet statutory obligations, or to sustain administrative or operational functions. Transitory
Records may include drafts, notes, calculations, and superseded documents. (Records management Policy, p. 6)
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to mention that this policy outlines the relationship between privacy and security, as interrelated and
supportive concepts, similarly to how the two terms are defined for this report in Chapter 3.
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of the university and faculty members are only allowed to access student academic records in pursuit of

their duties. Other relevant guidelines for online students include:

- Assignments:! a(dzRSy (i Qa éNJ\GGSy N] A& O2yaiRSNBR
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delivery of a course.
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numbers. Instructors planning on posting student numbers and grades online should inform
students of this plan prior to its implementation so those with privacy concerns have the
opportunity to opt out.

(University of Victoria Freedom of Information Guidelines)

A further section of the guidelines, one that does not specifically refer to online classes, goes on to state
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that, student views and opinions should be treated by the university with the same respect for privacy

and security of information as are other more obvious forms of student personal information.

In summary, while sufficient measures 2 F LINRP G SOGA2Y F2NJ 2yt AyS &addzRSy
scattered across numerous policies and procedures, none of which directly applies to the online context.
There is no one policy regulating the provision of privacy in online courses.

Privacy and confidentiality statements outlining the privacy considerations for learning management
systems used by the University are included on the Distance Education website and tend to indicate that
issues of privacy and confidentiality should be treated as they are in the classroom (see for example
http://distance.uvic.ca/onlinehelp/tutorials/moodle/privacy.htm). This approach towards privacy and
confidentiality does not appear to take into account the complexities and extra dimensions created by
the online learning environment. For example, whereas classroom discussions are not documented,
online courses are archived on a University of Victoria server after completion (E. Price-Edney, personal
communication, November 9, 2010). Currently, courses are archived for one year from the end of a
course. This archive contains student data and can still be accessed by the instructor upon request.
After the end of this one year period, all student data is stripped out and the course is backed up.
Instructors therefore have access to some past course information, should they wish to reuse content in
the future. These archives are stored on a University of Victoria server and are only accessible by the
Systems Administrators.

Moodle and other learning management systems used by the University are subject to the above
University privacy policies and regulations. Moodle is an online site, accessible from any computer,
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where students enrolled in a particular course can find everything they need for that course (Distance

Education Services, n.d.c). While a specific privacy policy for the online learning environment does not

exist, there do exist web pages outlining the privacy considerations of Moodle, Blackboard, and

Elluminate individually. These are accessible via 5 A &G yOS 9 R dz&hrtlipAk@syfor theSeNIIA OS & C
respective platforms.’

These Startup Kits outline essentially the same considerations for all three platforms. These
considerations include: that university staff other than students and instructors participating in the
course have access to the site; that all University of Victoria online courses are automatically archived on
a University of Victoria server; that students must respect the confidentiality of others in the course; and
that course discussions should be kept confidential. Furthermore, it is specified that the views and
names of other students that one learns about as a part of course interactions are not to be shared
outside of the course context (Privacy Considerations in Moodle website, accessible via Moodle Startup
Kit). Similar university-wide guidelines for the on-campus classroom do not exist. It is left to the
discretion of the instructor whether or not students are asked to keep on-campus course discussions
confidential.

As the DES web pages outlining the privacy considerations of Moodle, Blackboard, and Elluminate are

accessible via the DES website, not via the actual course platforms themselves, many students may not

be aware of their presence and the valuable information that exists for them there. The implication is
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related to their own motivation to actively seek out such information. The statements outlining

MoodleQ rivacy considerations are particularly relevant for students because! + A 0Q& Cl! va 2y a
currently do not address issues of privacy and confidentiality. Furthermore, DES statements on privacy
considerations are likely more useful for students hoping to access a quick overview of privacy
considerations than the Uy’ A @ S Néagkhierdai dnore detailed privacy policies and regulations. The

statements provided by DES are directed towards users, the students. As such, these statements

provide the most relevant information to students in a brief and more comprehensible manner than the

entire list of relevant university policies and regulations outlined above.

Currently, University of Victoria instructors are not required to include statements on privacy and

confidentiality in their course outlines or otherwise as a part of their courses. However, some
AYyaiNduzOi2NAR R2 LINPOARS adzOK adlaSySyida 2N Wt NARJIC
to students than entire privacy policies. An example of such a Privacy Notice posted by an instructor to

the online course platform is included below:

? See http://distance.uvic.ca/onlinehelp/startup.htm
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In some case, participants and the course instructor may discuss examples that reflect an actual situation, institution, or
community. In order to create an environment where everyone can feel free to discuss and learn from real-life issues, we
ask that everyone respect the confidential nature of the institutions and communities being discussed. When submitting
materials in writing, you may wish to alter the names and circumstances slightly to avoid any perception of impropriety.

The businesses or agencies in question have a right to expect that this information is confidential and will not be shared
with people not connected to the project, including classmates, work colleagues, family members or friends. Copies of
project papers or assignments, that include confidential information, should not be shared with classmates without the
permission of the business or agency.

While the site is password protected, note that email and Moodle discussion groups are never entirely confidential and
are subject to freedom of information and privacy legislation. Your use of these communication tools should reflect the
public nature of the media.

We ask that you respect the copyright of any and all course materials and note that these are circulated and shared for
the purposes of this course only. Further reproduction is strictly prohibited. As students of the University of Victoria, you
must maintain the highest standards of honesty and integrity in your professional relationships with businesses in our
community.

Provided by Distance Education Services

Another more succinct example provides a very brief statement to make students aware that there are
privacy issues to consider while participating in an online course:

Please be aware: while the course Blackboard site is password-protected, administrative staff and other UVic faculty have
access to this site. You should not post anything on this site you are not comfortable sharing with others or having
archived as a permanent record. All UVic Blackboard courses are automatically archived on a UVic server before the
courses are offered again.

Provided by Distance Education Services

As these examples show, such statements can be a very efficient way of providing students with
relevant information quickly, and most importantly, of making them aware that there are privacy issues
to consider. Such statements may encourage students to further explore university policies related to
their participation in online courses and the information they share there.

The University of Victoria has many policies and procedures that address the confidentiality and security
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directly address the online learning environment, and therefore their meaning in terms of providing

privacy, security, and confidentiality to online students is inferred rather than stated explicitly.

Nonetheless, measures toensure 1 KS & FS A G2NI 3S 27F -elatardnhatianQ LINA DI
do exist. Currently, courses are archived for one year from the end of the course. However, existing

policies are silent on what information must be provided to students enrolled in online classes, and

many students may not know that courses are archived after completion. As existing privacy policies are

written from the perspective of the university, there is also no mention of the confidentiality that

students can expect from their fellow students, which would fall outside the scope of such policies.
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Therefore, while a complex network of policies and regulations does exist to ensure the privacy, security
and confidentiality of student information, there is no University of Victoria mandate to communicate
these measures of protection to students, in particular in the context of the risks to privacy they may
face when learning in an online environment. As discussed previously in Chapter 4, with incomplete
1y26t SRAS 2F GKS I Oldz ¢ LINR @ O NR&aita GKIF G
concerns are instead based on perceptions and/or assumptions that may be incorrect. The following
Chapter discusses what University of Victoria students themselves had to say about online course
privacy.
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Chapter 6: Interview Findings

Students from both the online and on-campus Masters in Public Administration programs at the
University of Victoria were interviewed. These students ranged in age from 24 to 60, with the average
age being 34. The sample included 11 students from the online program and 9 students from the on-
campus program. Students with extensive online course experience as well as students who had only
taken one or two online classes were interviewed. The students that were in the online program were
all enrolled as part-time students, and were on average older than the on-campus students. The
characteristics outlined in Table 6.1 provide evidence of the range and variety of students that were
AYGSNIBASESRO C2NJ GKS LlzN1J32asSa 2F lylrfearax
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All Students Online Students On-Campus
Students
Students Interviewed 20 11 9
Courses Taken (average) 5.5 8 2
Courses Taken (range) (1-16) (3-16) (1-3)
Age (average) 34.1 37.8 34.1
Age (range) (24-60) (27-52) (24-60)

Discussions with students focussed on gaining a better understanding of how they perceive privacy in

the online learning environment, how they engage in an online learning environment, and what affects

their engagement online. The purpose of these discussions was to determine whether there is a link

between any concerns that students may have about their privacy in online courses and their level of

engagement C in short, whether a concern for privacy may be associated with lower engagement as the

literaturS a4 dzZ33S&aGa® ¢2 R2 GKAAZ AG 6Fa&a AYLRNIFIYyG G2 F
their online classes, and what privacy concerns students have within an online classroom.

An analysis of interview transcripts resulted in several findings which are outlined in this chapter.
Interview findings indicate that the relationship between privacy concern and student engagement is
more nuanced than the literature suggested (See figure 4.2 for the conceptual framework derived from
the literature reviS g 0 @ ¢KAa OKIFLIISNI gAff FANRG 221 +d ai
privacy means to students. Subsequently, strategies that make students feel more safe in the online
learning environment, will be outlined. This leads into a discussion of the sense of safety that can result
from these strategies when they are implemented. The final section of this chapter will look at student
engagement in the online classroom. While the interview results were analyzed with regards to various
demographic characteristics, the key characteristic that was found to relate to clearly different results
between groups of students was the on-campus or online status of students. It was found that
responses often varied between online students who were taking all of their courses online, and
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students who chose to take one or two online courses as a part of their on-campus degree. Interview
findings were inconclusive with regards to differences between age groups and gender.

Interview findings show that students have a clear concern for privacy when taking online classes.
sidzZRSyiaqQ O2yOSNya ¢gSNB aagNepy3ate aaz20Al GSR
they shared throughout their courses; students were less concerned about the perceived privacy
capabilities of the course learning platform or the presence or content of any University of Victoria
privacy policies. In addition to these professional privacy concerns, some students were also concerned

gAOK F
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professional concerns.

{GdzRSy (aQ LINRKR Gl O& O2yOSNYya 6 SNB -rdatedNiffdsriaton thdp f | ( SR

share with the class may at some point in the future become available

or be shared outside the class by fellow students. In other words, "Being employed with
a0dzRSy(iaQ 02y OSmpfssionalirbnblize. AINSudErtsN| Your current employer,
interviewed discussed the central nature of workplace-related | YoUdon'twantto betoo
information to their online courses. Students generally did not mind | candid because you're just
sharing their job title and description with their classmates, as they | eversure how that

Sye2eSR (y2s6iy3a SIOK 20§KSNRAQ o /nformationisgoingto S

expertise. However, with respect to sharing job information beyond | fravel”

title and employer, students were much more hesitant. Students were generally hesitant to share more
information than absolutely necessary for course purposes with fellow
students whom they had never met, and whom they essentially
considered strangers. This hesitancy stemmed from the lack of rapport
that existed among students in online classes compared to on-campus
classes, as well as the fact that information in online courses is shared in

writing as opposed to orally. Students are aware that the written nature of online course interactions

makes their participation much more permanent than in an on-campus class, where what is said can be

more easily forgotten.

In addition to sharing descriptive information about their job and employer as a part of class
introductions at the outset of courses, students are often required to give examples of past work
SELISNASYyOSa GKIFG FLILX & G2 O2 dzNE Sich GppligddeSrhidig &vab
hesitant. While some students were less hesitant, this was because they had chosen to limit or alter the
information they share in such a way that made them more comfortable sharing it - for example by
omitting identifying details. In particular for those students who had active careers (all in the public
sector), there was a widespread hesitancy to share such information to the extent required for courses.
{GdzZRSyaQ KSaiadlryoe ¢gla NBfFGSR (2 aSOSNI €

relation to their specific workplace would get back to their employer, who would not view such criticism
favourably; that they were not permitted to share private workplace information outside of the
g2NJ LI I OST GKIF G GKSe@ R2y Qi 1y28s (GKS 20KSNJ
incorrectly be interpreted by others as the opinion of their employer; and that their opinions may be
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interpreted as partisan, a characteristic not desirable in a public servant. These reasons speak both to
the lack of privacy that students expect from their online courses as well as to the importance of privacy
to public servants.

The smallness of the world of public administration was also
discussed. A few students pointed to examples where they had met
former online classmates in a workplace situation, they knew who
classmates were due to their respective workplaces, and one student
even mentioned being in a class with someone whose job it was to
make sure that he/she did not have a job. Even for students who had
not had such experiences, the possibility was very clear and affected their willingness to engage in
discussions about their workplace.

"You don't always realize
who knows who with
respect to your online
classmates"

As alluded to above, the fact that such workplace information was being shared in a more permanent

way, relative to on-campus discussions, was also important. Students were conscious of the fact that

the written nature of their discussions made copying and pasting, and thus sharing them, much more

possible in an online course than in an on-campus course. Several students also held the belief that,

once anything is put online, course-NBf  § SR 2NJ 20 KSNBAAST Al WoAftft £ ¢
perceived permanency of course discussions therefore also played a role in the level of concern students

had with sharing workplace information and workplace-related information in particular.

Students showed a much greater concern with workplace-related information that was shared with the
class becoming available than that general class discussions would be shared. For the most part, the
information contained in general class discussions was not seen as posing a risk, with some students
even joking that they had no reason to be concerned about their intellectual property. Many could not
conceive of a reason why anyone outside of the course would be interested in accessing course
discussions, and therefore perceived little risk with respect to more general discussions and opinions
being shared.

In addition to the professional concerns that students had with regards to privacy in online courses,
students also had a few specific concerns with the privacy of personal information. Firstly, students
were asked to discuss their comfort with sharing email addresses as a part of their interaction in online
courses. A variety of responses were given, however
comfort with sharing email addresses did not vary
significantly by age, gender, the on-campus or online status
of students, or by number of courses taken. While some
students did not mind sharing their email addresses at all,
and stated that they could very easily just change their email
address, or choose not to respond to an unwanted email, others were much more hesitant to give out

GKSANI LISNER2Y I SYI At I RRNB&aa G2 FStft2¢ &adGddzZRSydad
addresses used by Craigslist'® | & | Ll2&aaAroftS FEAOGSNYyFrGA@S G2 | OGdz f ¢

"They're not getting access to really
personal information, they can send
me something, if | choose not to read
it | can delete it. Again there's that
control factor."

10 . . e . . . . .rs

When an individual chooses to post something on Craigslist, a free online classified forum where anyone can
LRabdz GKSe KI @S (KS 2LIJiA2Y 2sTeasdthyf hyole Yedpdnding @ fbe poskng A NJ S Y I A
has an anonymous email address for strangers to respond to (for example ########@craigslist.org), which
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within the course learning forum, but still allowing students to email each other. Overall, students felt it
was important to keep their personal email addresses private, and were hesitant to share them with
classmates.

I A -~ ~ - PO 7
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students ¢ approximately half of the students interviewed. These students did not come from any one
demographic grouping, were from the on-campus as well as online programs. Many did not think it was
necessary to share a picture, and felt it crossed the line into being too personal. The primary hesitancy
seemed to relate to the fact that these pictures are not necessary for any course-related purposes, that
it was simply an effort on behalf of the instructor to make the online environment as similar to the on-
campus environment as possible. Furthermore, when sharing a picture online, it can easily be copied
and pasted and shared outside of the classroom context. In short, most students could not see an
academic purpose to sharing a picture of themselves with their classmates. Students did concede
K26SOSNE (KIFIG LRadAy3a | LAOGIINB KIFIR yS@SNJ
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pictures in their online classes, many students were aware that if someone really wanted to find a
picture of them online they could, regardless of whether one had been posted as a part of their online
course profile. Several students simply did not post personal pictures. While the large majority of
students did not see an academic purpose to sharing a picture, some students were more opposed to it
than others. These responses did not vary by age, gender, or number of courses taken. The responses
of on-campus and online students were also very similar.

5SaLIAGS adGdRRSyiGaQ LINRPFSaarzylf |yR LISNER2YI f
Students did have a general understanding of what privacy means, however their knowledge of specific
University of Victoria privacy policies was non-existent. While privacy was important to all students
interviewed, none had gone out of their way to inform themselves about university or course privacy
policies or practices. Few students had thought about privacy in the context of their online classes or in
the context of what happens with their information. The majority of students interviewed explained
their interpretation of privacy in terms of information sharing and security, not in terms of any technical
capabilities or characteristics of the online learning platforms. The security (safe storage) and privacy of
information was a common theme. Other commonly discussed meanings of privacy included that
student work and ideas are not shared beyond what people think it will be shared for (i.e. for course
discussions with fellow students, or for evaluation by an instructor), and that students have a right to
not share personal and private information if they choose not to. A few students had not considered
privacy in the context of their online classes before being interviewed. While they had thought about it
in the more general online context, it had not occurred to them either that their privacy was anything
less than assured within a university environment or, that the information they shared online was
anything that needed to be kept private.

No student interviewed had read a University of Victoria privacy policy, and many would not have read a
policy if it had been presented to them. Most students could not clearly remember whether they had
been made aware of any privacy policy at the start of their past online courses. Most students also

I Ny A3atArald oAttt GKSy NBf & | dzi2 Y lsalbvd Individals téipdst an K I {

email address by which they can be contacted, without sharing their personal email.
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stated that they were unlikely to actually read such a policy if it had been provided to them; at the most
GKSe g2dAZ R aiAY FyR Of A0l WFOOSLIWIQ AT ySOSaalNeo®
their length and readability as well as their lack of direct relevance for students. Some students also
mentioned a trust in the university as a reason for not needing to read a privacy policy in detail. This

FTAYRAY3I A& AYLRNIFIYyd a Ad aKz2ga (GKIFdG addzRSyitaQ a
by actual knowledge of the privacy of agivey’ & A (dzt G A2y ® LyadSIRT aitdzRSyida
their perception of privacy, which may or may not be in line with the actual privacy of a given situation.
In terms of privacy within a course, there was little
"Anything that goes online has the risk of being . p' vacy withi u' W .I
o ) consistency in student perceptions of what is or
distributed more broadly and so | think that . .
hing | ine. | really don't di ) should be private. Most students were of the view
a:yt /ngh;;ut online, frea /y ont 'fferegt'ate that, theoretically at least, class discussions and
that muc Etween_ [an] online course an student information should be confidential to the
a[nother] place online | guess. | don't assume .
bere! ) thin th ) course. Others however viewed the class
there's any privacy within the courses. discussion forum | a I Lldzof AO alLJ OSzx
expect privacy. This meant that, while some students were of the view that information they share is
O2yFARSYGAL € G2 GKS O2dz2NBS YR 62yQiG 6S &aKIFINBR 0685
generally understood that it would be very easy for another student to share course discussions outside
of the course simply by copying and pasting. The difference in opinion about whether information
would be shared outside of the course therefore resulted primarily from a faith in fellow students, or a
lack thereof.
t SNOSLIiA2ya 2F ¢gKIFIG akKz2dZ R 0SS LINAGEFGS &aSSYSR G2
AYLEZNIFYyOS 2F LINAGEFOe GKSNBO® Ly GKS | YABSNEAGER

understanding of privacy policies is a direct reflection of their initiative to seek out such information. In
the workplace environment however, many students had to be very aware of privacy policies and
regulations pertaining to their position. Some had participated in mandatory privacy training, and were
very aware of what types of information they were permitted to share in that environment.

A further finding related to a limited understanding of privacy in the online course context is that

students made certain assumptions about privacy in their online courses, and about what happens with

information after the completion of a course. With regards to what happens after a course is over,

a2YS aitdzRRSyda o0StASOS (GKFG GAYF2NNIGAZ2Y AYLX 2RS&¢
somewhere, forever. Some of these assumptions were not based on anything concrete, merely on a

general view of how privacy is treated in the broader online environment. It was clear that, although

students had given thought to privacy in the online environment, and were for the most part aware of

the risks they faced there, these same students had not spent much time considering privacy in the

context of their online courses or the University more generally.

Another common discussion topic relating to course privacy was that privacy is situational - that the
importance of privacy depends on the information being shared, with whom it is being shared, in what
forum, and the likelihood that harm will result in any given situation. As discussed above, students were
more concerned with the privacy of their workplace information than with the privacy of their
contributions to general theoretical discussions. In terms of with whom information is being shared,
students were more comfortable sharing with students with whom they were more familiar, and with
whom they had developed a certain level of trust (see 6.4.1 Trust in Fellow Students). Lastly, students
were more concerned with privacy in the online forum due to the written nature of discussions, than
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they were in an on-campus environment. For these reasons, students viewed privacy as situational,
dependent on the context in which information was being shared.

Many students also had a very reactive approach to privacy. This means that, for those students who
have not had any negative experiences with privacy or confidentiality, they have not had much cause to
think about their views on the subject. These students may therefore have an artificial sense of privacy
and safety in the online environment, if they have not had a reason to seek out information, and lacked
the initiative to do so independently.

Ly &dzYYIFNEBSX adGdzZRSYyGaQ LINR Y NE -rell idforadion B yhédeS NI/ & NI
as a part of their online courses. In addition to these professional privacy concerns, students are also
concerned about the privacy of personal items such as their email address, profile pictures, and
information about where they live. These concerns however are not informed by any concrete
knowledge of University of Victoria LINA @I O& L2t A OASad {GdzRSy(aQ (1y26f
online courses as well as university privacy policies is very limited. This limited knowledge is directly
related to their unwillingness to read information such as privacy policies, even when it is presented to
them. Therefore, student privacy concerns are informed primarily by the way in which each individual

student perceives the privacy of a given situation. Figure 6.1 summarizes the findings that pertain to
d0dzRSyGaQ LINKR G O O2y OSNYya

7 uftudents are
concerned about
privacy in their online
courses

wConcerns are primarily
professional in nature

uStudents have a
limited knowlege of
privacy

Figure 6.1 ¢ Privacy Concern

Throughout the interviews, it became clear that students had adopted various strategies to cope with

their privacy concerns. Students also discussed how instructors in past online courses had dealt with

sidzRSYy i LINA @I O O2yOSNyasz 2N K2g AyaidNdzOiz2NBRQ |0
concerns. Lastly, it was found that existing University of Victoria strategies ¢ institutional strategies ¢

GSNB y2iG fSFRAY3I (2 | Yprivaoyf i0 NG kodir&s. Thake thirde daiegdrifsiofi Q a Sy a
strategies are discussed below.

As dropping out of a course due to privacy concerns is
rarely an option for students, students instead
developed strategies to increase their comfort and
sense of privacy when participating in online courses.
These strategies are the ways in which students adapt

“In consideration of issues like risk, safety,
privacy, | think that ultimately it is each
LISNE2Y Q& NBALRYAAOA
afF F ANB AY (K2aS I NEB
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to the perceived privacy of a given situation, and enabled students to continue with their online courses
despite any privacy concerns. Many students felt that they had a responsibility themselves to behave in
such a way as to avoid risks to their privacy where possible, and that they had a certain degree of
control over their privacy by limiting the information they shared.

Many students were not overly concerned with privacy in the context of their online classes at the

outset of the interview. One reason for this was that they did not share private information. The

implication is that these students were not worried about privacy because they chose not to share the

type of information that would induce worry or a concern

"You always had the option of writing about privacy. Similarly, in discussions with students about

what you want to write." providing workplace examples, some students were

comfortable doing so because they habitually altered or

combined workplace examples, and thereby maintained their anonymity and decreased the risk to

privacy they might otherwise feel. The above examples are only two ways in which students implied
that their comfort was higher because of their own actions or inactions.

Another strategy students discussed was having multiple email addresses for different purposes. The
large majority of students differentiated between email addresses in terms of their comfort with sharing
them. Fourteen of twenty students interviewed mentioned that they had multiple email addresses.
Twelve of these students differentiated between these addresses in terms of willingness to share them
with fellow students. Generally, students were more comfortable sharing their less private University of
Victoria email address than their personal Hotmail or Gmail email address. Similarly, some students
RAa0dz2aSR WLISNRALKSNIfZQ fSaa AYLRNIFYyd SYIA
These peripheral email addresses are addresses not used by the students as their main email; they did
not have a great attachment to them and would not mind if they had to close them. Students with
multiple email addresses were more likely to be comfortable sharing their email address with fellow
students in an online course.

A further student strategy emerged from discussions about posting profile pictures ¢ specifically, why
some students were more comfortable than others posting profile pictures. These students explained
that they were comfortable posting profile pictures for their courses because the pictures they posted
were professional, or they were unrecognizable. For example, one student had posted a picture of
herself in a winter parka and toque taken from a distance. Again, the implication is that if they were to
post an unprofessional or recognizable picture, they would feel less comfortable, and that they had
chosen the option that enhanced their sense of privacy.

An additional strategy that students alluded to resulted from their concerns about sharing background
information in introductory statements. Students are often asked to share information on their work
background and experience, and the city in which they live as a part of course introductions. The
majority of students interviewed were comfortable with, if perhaps cautious, about sharing such
background information. However, many students pointed out that there are ways of keeping
information general, while still meeting instructor
requirements for introductory statements. For
example, a student could include their employer
as a government department in general, rather
than a particular unit within that department.
Students could also discuss the nature of their

"There's kind of a fine line between professional
information and personal information. | think
that | should only be providing the minimal
amount of information to facilitate my use of
the platform in the course."
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work generally rather than including their exact job title. Most students were careful with sharing their
personal descriptive information and in some way limited what exactly they included about their
workplace in introductory statements. This strategy was however not used by all students. Several
students were aware that even if they chose not to share their work information, their name and
position could easily be found via a government directory, if they worked in the public sector.

A few respondents commented that one
of the benefits of the online learning
forum is the relative anonymity that can
be associated with it if students are careful
about what they share; other students will
only know as much about them as they
are willing to share.

"I could run into various people that I've gone to classes
with and they would never know who | am. Its almost
like being online gives you some kind of allure of

privacy, | guess because people only know the info that
@2dz FNB gAtfAy3d G2 akKl NX

As mentioned in section 6.2.1, students are generally very concerned that what they write may get back
to their employer, and therefore approach discussion postings in such a way as to minimize the risk of
fall out if what they said did end up getting back to their employer. Student participation online
therefore is not as candid as it can be on-campus, when students interact in-person, when they have the

benefits of non-verbal communication, and

"I might have to kind of be very careful of what I say, when their p'articipation is no.t recorded in
in terms of how candid | am but sharing a opinion | any way. This relates to the final and most

can do, the true opinion, that's another story" common student strategy of minimizing
privacy concerns.

The last strategy relates to how students adapt in course discussions to decrease their concern for
privacy. The purpose of this strategy was to ensure that discussion postings are interpreted correctly by
those reading them. This strategy relates to how students share their opinions in online courses, which
includes sharing thoughts on course topics and readings, in class discussions or in assignments. The
majority of students held back on content in their discussion postings because they were not sure how a
given opinion may be received by their class.

Content held back by students included workplace | '/ was still expressing my opinions but maybe
information as well as opinions. While the word | 10t as forcefully as | would necessarily if | was in
wOSyazNn 41 a dza SR A y | afaceto face discussion with someone who A2y =

student responses indicated a variety of could read my body language and realize that |

understandings of the term. In most cases, @ WO0sjustengaging in a discussion rather than

students referred to an extreme edit of content | being upset or something like that"

and attention to wording before posting

something for the class to see. Such edits were a way of ensuring that postings were written

professionally, without grammar or spelling mistakes, as well as to make sure that the tone and strength

of the opinion were appropriate and had a low likelihood of being misinterpreted. With reference to

their cautionandre-SRA U Ay 3T &G dzRSyda 3l AYy LRAYISR 42 GdKS FI
have the critical components of non-verbal communication that you do on-campus, for example body

language and eye contact. Tone and sarcasm can come across very differently when communicating via
GNRAOGAY3T AY |y 2yfAyS -dochadEnsehip wds @Stdlditefodbot@afitdar Sy (1 & Q
factors: the challenges of written communication, and their discomfort with sharing the type of
workplaceeNB f | 1 SR AYyF2N¥I GA2Yy G(KS& 6SNB Fa{1SR (2 RAaOdz
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censorship in online courses, controversial issues, and the learning associated with discussing
controversial issues, may be avoided.

In summary, students exhibited a pattern of adapting to the level of privacy they perceived in the online
learning environment through the implementation of various strategies. By their own actions, students
therefore decreased the privacy concerns they might otherwise have had.

In addition to student strategies for minimizing privacy concerns, students discussed two ways in which
instructors in past online courses had decreased their concerns. The first instructor strategy viewed
positively by students related to the level of information that students receive from instructors about
the privacy of their online courses. It was found that students generally desire more information on the
privacy they can expect in their online courses, such as what happens with their information when
courses are over. As mentioned in section 6.2.3 however, students do not seek out such information
themselves, and do not read privacy policies because they are too long and are not directly relevant to
them. None of the students interviewed had soughi 2 dzi AYFT2NXI GA2Yy 2V
privacy policies, or on anything related to privacy or confidentiality in their online courses. Most of the
students had, however, read or skimmed privacy policies related to other online situations (banking,
purchasing, anything involving a credit card); this shows the different way in which universities are
viewed, compared to private organizations with an online presence. Students were much more likely to
have sought out information on non-university online privacy policies than for anything related to an
2yt AYyS 02dzNBESQa LINA G Oe o
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This first instructor strategy was therefore when instructors posted brief statements for students that
outlined the privacy considerations of their online class. Statements included a reminder that course
discussions be kept confidential, and a brief summary of the primary issues relevant to students. Such
statements address student perceptions of privacy, and encourage engagement where incorrect student
perceptions may otherwise hinder it. This strategy was viewed positively by students who had been in
classes where instructors posted such information, and it was also a suggestion from students who had
not experienced it. For those students who had not had instructors post notices to make them aware of
privacy issues, the large majority would have preferred to receive information through their online
course directly, rather than having to seek it out from the general university website. These students
suggested that instructors post succinct and relevant information for students at the start of each
course.

In terms of specific information posted by instructors at the start of a class, some students found it
LI NI A Odzf F NI @8 KSf LIFdA ¢KSyYy wQEDG NHAONIZ QF dzRE & Oldiz RIE RO A
adzOK | WO2RS 2F O2yRdz00Q NBFSNR (2 (KSctmtwdat Ay KA
is said in the classroom stays in the classroom. One student even perceived this code of conduct as an
academic version of the Chatham House Rule.!’ Only a few students mentioned that a past instructor
had mentioned such a code of conduct. Many students believed that in theory at least, online classes
should abide by this code of conduct. A few were morescSLJGA OF f YR RARY QO 3IADBS &«

""The official Chatham House Rule read as follows: "When a meeting, or part thereof, is held under the Chatham
House Rule, participants are free to use the information received, but neither the identity nor the affiliation of the
speaker(s), nor that of any other participant, may be revealed."
(www.chathamhouse.org.uk/about/chathamhouserule)
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course could not be enforced, and therefore such a statement held little value to them in terms of
providing assurance or actually ensuring privacy. While it was agreed that theoretically, information is
not to be shared outside the course, some students were

realistic in their view that they cannot assume their
information O 2 dzf bRs{iatkd outside of the class.

"I put more stock in the written policy
GKFyYy a2YS2yS al &

The other strategy is related to how instructors interact in the online environment ¢ students were

comforted when instructors shared personal and background information about themselves. This was

4SSy a4 WitSIRAYy3 o6& SEFYLXSZQ YR YIFRS &i0dRSyia ¥
background information. This strategy, together with the above strategy of providing succinct privacy

informationt2 a i dzRSyda |4 GKS 2dziaSd 2F O2dz2NaSasz | NB (6
be augmented by instructors.

The above two categories of strategies discussed by students were the ways in which their senses of

privacy could be positively affected. With regards to this last category however, it was found that

University of Victoria privacy provisionsand polichA S& KFR fAGGE S (2 y2 SFFSOOH 2
in their online courses. The way in which privacy-related

information is currently being made available to students - | 'For me to assume that [my postings

via general University websites not accessible through the | @re/ assured to be private would be |

course learning platforms and via a plethora of privacy | thinkanaive assumption.”

policies ¢ is not resulting in students reading this

AYF2NXYIGAZY ® 14 YSYyliA2ySR Ay GKS 1 02@0S RAaOdzaaa
university environment, no student had read a University of Victoria privacy policy. The reason for

which existing information is not being consumed by students relates to the large amount of it,
a0dzRSyGaQ LISNOSLIAZ2Y GKIFIG AG A& y2G NBlIffteée AyaSyR
the University of Victoria as an institution that has the best interests of its students at heart. This last
FILOG2NI 6Aff 06S FTAdNIKSNI RAaOdzaaSR Ay aSOGA2Y codndo
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implement various strategies throughout their participation in online courses. It was found that existing
University of Victoria methods of sharing privacy information with students are not working, as students
arenotaccessind (G KS AYF2NNIGA2Y GKIG A& F@FAfFotS (G2 (K
concerns and the strategies discussed in this section is summarized below. The next section discusses
K2g GKS AYLIX SYSyidlGAz2y 27T (s&obsafdyindha dlindicBssdos.a I FFSO
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‘ ‘ v Strategies

ubtudents are concerned uStudents adjust their
about privacy in their behaviour to address
online courses these concerns

wConcerns are primarily winstructor strategies are
professional in nature also helpful

ubtudents have a limited winstitutional strategies
knowlege of privacy are not working

Figure 6.2 C Privacy Concern and Strategies
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All students were asked at the very outset of their interviews how safe they felt learning in an online
SYGBANRYYSYy (o ¢KS NBaLRyaSa 6SNB dzylyAyvy22dzate LI2aA
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courses taken, or whether they were enrolled in the on-campus or online program. As stated in the

interview question, a feeling of safety referred to the level of risk of any kind that students are exposed

to by learning online. Similarly, students seemed to interpret safety as their level of overall comfort

LI NOAOALI GAY3A AYy |y 2yfAyS O2dz2NASO® LG 06SOIFYS Of ¢
safety had resulted from the student and instructor strategies outlined above. A feeling of safety was

seen as something that could be influenced by the student themselves, by how they interact and the

content of their postings. This feeling of safety could also be influenced by instructors.

I NBftlFIGSR AYUSNWBASYG FAYRAYI Aa GKIFG GNHzaG LI lea |
in the online learning environment. Students discussed three types of trust: a trust in fellow students; a

trust in the competency and good intentions of their instructors; and trust in the University of Victoria.

The trust that students felt in these three areas was found to influence the level of information they felt

comfortable sharing in their online courses. The findings related to trust are outlined in the three

sections below.

Q)¢
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students that they will treat course information as confidential. While some students had an
expectation that others will treat course information as confidential because they themselves would,

other students had less faith in their fellow classmates.

Many students stated that their hesitancy with sharing personal or workplace information was related

to their lack of familiarity with and trust in fellow students ¢ that other students in their classes were

essentially strangers to them. Therefore, because in the large majority of cases students did not know

the other students in their classes, willingness to share information was less than it may have been in an

on-campus setting where relationships are more easily developed among classmates. For students

enrolled in the online program, it was difficult to develop relationships with their fellow students online

0SSOl dAS WO2K2NIiaQ RAR y2i NBYlIAYy (G(KS alryYS G(§KNRdAAK
an increased comfort and trust with students with whom they had been in more than one of their online

classes, with students with whom they had worked in groups online, and with students whom they

otherwise knew outside of the course context (such as from an on-campus course). Students also found

that it was easier to develop a relationship with other students in smaller groups ¢ either via a class

being divided into smaller discussion groups, via group work, or via small classes more generally. Many

students spoke to the idea that trust is developed, not assumed. For example, some were more

comfortable sharing the type of information required in introductory statements further into a course

than sharing it right at the outset, before having developed a rapport with classmates and instructors. A

trust in fellow students therefore was not only an important factorinF f dzZSy OAy 3 a0 dzRSy iaQ a
online, it was also something that students felt could be developed throughout the duration of a course.

The majority of students did not have trust in fellow students. The inability to enforce confidentiality

was the primary barrier to trust in fellow students.
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were spoken of positively with respect to their willingness to protect student privacy. The fact that
some instructors notified students at the start of classes about the confidential nature of student
information gave students additional comfort and increased the trust they had in their instructors.
While some students did not perceive such a notification as sufficient to actually ensuring the
confidentiality of their discussions, it did show a willingness and awareness on behalf of the instructor to
J3dz- NR &a0dzRSy G LINR @I 08 o ! FAdzNIKSNJ FIF OG2NJ NBf I SR
competence of the instructor, especially with regards to their ability to use the course learning platform.
Several students pointed to examples of past instructors lacking competence with using course
platforms, and the negative effects both in terms of

"I definitely have had the strong impression the overall delivery of the course, and & G dzZRSy (i & Q
that in a few cases the faculty members have GNYzZAG AY AYaldNHzOG2NBQ (1y26fS
had absolutely no training in how to deal with student information. A particularly shocking

a class in an online setting whatsoever" example is that one student had an assignment

returned, with instructor comments, via a public
posting on Moodle for all to see. A trust in their A Y & G NHzOG 2 NERQ O2YLISGSyOe (2

AYF2NXYIGA2YyT +a Sttt a | 02y¥ARsyé Ay AyaidNHzOh2
aSO2yR (eL)S 2F (NHzad (KFG &1 F2dzy R (2 Oehti NR O dzii S

The majority of students exhibited a trust in their instructors.

Ivn .{addi:cioAn tg{ :che ab?vg twvo types of tfust, aL GKAY] GKI
audRSyuaQ asyas 2F ab¥ sprsirsng AdQa GKS ol yF
in the University of Victoria. Students perceived . .
) R ] ) ) _ more confidence in them than a small mom
universities in general and the University of Victoria FYVR LI2L] &K2LXE
in particular as respectable and reputable
institutions with an interest in assuring the privacy of students. Furthermore, students believed that the
University has mechanisms in place to protect them from breaches of information if they should occur.
Students trusted that the University has their best interests at heart, and that it has undertaken the
necessary privacy precautions required of it as a
"I trust that they [the university] have some sort public institution that is subject to various laws
of mechanism, policy, or guiding kind of and regulations. Websites run by private
documents that will protect me in case anything organizations on the other hand were viewed as
happens, because they are a large educational having less clear motives in terms of their reasons
institution and as such | feel really safe" for collecting information. In particular, students
worried that private organizations may be more
likely to sell their information to third parties. For these reasons, students were generally much less
sceptical of sharing information with the University than with private organizations.

-0 o6A33ASN.

In summary, students discussed three types of trust that affected their sense of safety in online classes.
A lack of any of the three types of trust seemed to decrease student comfort with sharing information
FYR 2LAYA2YA AY GKSANI O2dzNERSa® ¢KS NJSfI
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nature strategies are not learning online
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influence students'
feeling of safety

Figure 6.3 C Privacy Concern, Strategies and Feeling of Safety
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had in their fellow students, their instructors, and the University influenced the way in which they

engaged in their online courses. In particular, a higher sense of safety can positively affect the level of

student engagSYSYy (> FTYyR GKIFIG RSTFAOASYyOASa Ay aiddzRSyidaQ
a0dzRSyGaQ 2ytAyS Sy3arasSySyiao

LG o6l a&a TFT2dzyR (GKIFG addzRSydaQ aSyasS 2F (NHzal 61 & NI
online courses. There were several ways in which trust influenced information sharing. Firstly, it was
AYLRNIFYG (G2 addzRSyida GKFIG GKS& O2dzZ R GNHzAG Ay T8
course information confidential to the course and not share it outside of the learning forum without

permission. As discussed above, the majority of students did not trust their fellow students. Secondly,
AYF2NXYIEGA2Y AKFENAYy3 61l & AyFtfdSyOSR o0& &aGdzRRSyidaQ
YI22NARGe 2F &aGdzRRSyida RAR GNHaAaG Ay (K Sikfdtdhatiof & G NHzO
private, as well as their ability to do so. Nonetheless, a few dire examples were mentioned where

A =2 4 A 9~
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University of Victoria. This trust resulted in almost a blind faith in the privacy capacity of the learning

management systems themselves ¢ that these systems are capable of securely storing course and
a0dzRSYy G AYF2NXIGAZ2Y D CdzNI KSNXY2NB X Al kdfihigativd 2 dzy R (i
in seeking out course-related privacy information from the university. These three types of trust
GKSNBF2NBE KIR O2yFtAO0GAY3A Ay Tt dzSy Svhile Rayk ofarisdzRSy (1 & Q
in fellow students decreased student willingness to share information, a trust in instructors and the

University affected their willingness to share information more positively.

The last finding relating to student online engagement was a common theme throughout the interviews.
This finding is that students engage differently in their online classes than they would in an on-campus
setting. This difference in student engagement refers to how students participate in their course and
the way in which they interact with each other, the course material, and with the instructor. Differences
in engagement can largely be attributed to characteristics of the online medium, rather than the
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perceived privacy of the course learning platform. Furthermore, the difference in many cases is simply
what would be an expected difference between oral and written communication. Online engagement is
not more or less than on-campus engagement, simply qualitatively different. In other words, there is no
discernible difference in the level of student engagement.

Characteristics of the online medium that render online engagement different from on-campus
engagement are firstly that class participation takes the form of written postings. Because participation
is written, students feel they must put in much more time and effort to ensure content is coherent, well-
written and edited, and where necessary includes citations of relevant literature. Some students also
attributed this difference in time and effort required to participate online to the more permanent
nature of course discussions ¢ that discussions remained posted within a course for the entire length of
the course and are therefore more open to critique.

As discussed previously, the online environment also
makes communication, and therefore student
engagement with each other more difficult in that there
is a heightened possibility that written postings are
misinterpreted by other students, and that the tone of a
posting does not come across the way in which it was intended.

a! f GK2dzZaK L GONB Iy
replies, itQterribly important for me to
make sure that information stays within
the context that | have offered it"

Students had mixed views on the asynchronous nature of online course participation, which is a key
difference between on-campus and online class participation. While some students benefited from the
asynchronous nature of online courses, and the extra time this allowed them to put into their discussion
postings, others viewed this extra time more negatively. Some students found the extra time to put
together thoughts and participate in online discussions as a burden; they believed that having extra
time, relative to their on-campus courses, meant that there was a higher expectation for the quality and
length of their discussion postings. Some students were annoyed that they felt the need to essentially
GNAGS BdYAYA SaaleazQ 02YLX SGS 6AGK NBFSNByOSao

Students did not find that they participated significantly
more or less online than in the classroom. While they may
have been much more hesitant to share certain types of
information online, the compulsory nature of participation
ensured that they posted at the very least the minimum
required number of postings per week. This was a common finding for all students interviewed.
Especially for students who did not participate much in on-campus courses, there was a big difference in
their perceived levels of participation in on-campus and online courses, with a higher level of
participation online. Therefore, while
students had the motivation to
participate frequently due to course
requirements for postings, the depth,
controversial nature, and tone of
postings were often less candid than they would have been had the discussions not taken place in an
online, written format. In short, students engage in their in online courses qualitatively but not
guantitatively differently.

"I was very mindful of wanting to post
regularly because that's an easy mark
to get"

"If there's two minimum postings a week then I'll post
three or four times, but not really because I'm in to it, just
because | want to make sure that | hit those marks on their
[the instructors] spreadsheets"
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attributed their engagement to many factors, factors that influence both whether they engage in an
online course, and to what level. As mentioned earlier, several students mentioned that they had had
instructors who did not seem to understand how to use the course learning platform. Instructor
competence not only affected the level of information that students shared in their online courses, but
also their level of engagement. Students spoke to a lack of organization of course information,
inappropriate use of public tools for private tasks (public feedback for an individual assignment, class
messaging for a personal message), and instructor confusion relating to online courses that were being
instructed at the same time as he or she was conducting the same course on-campus. Students also

a0dzRSYy
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discussion questions and thoughtful follow-up responses by the instructor. In addition, students did
enjoy engaging in some topics more than others, in particular where the relevance of what they were
learning was clear to them. This focus on relevance was particularly true for students in the online MPA
program, perhaps because of their more established position in the workforce.

Another common factor affecting student engagement was one completely unrelated to the course

AGaStFs yryYSte addRRSydaQ tA@Sa 2dziaARS 2F -GKSANI |

academic commitments as negatively influencing
their participation in online courses much more
frequently than on-campus students. Many online
students had families and careers, and participation
in their online courses was not a priority. As
mentioned at the start of this chapter, online students were on average older than their on-campus
counterparts. All of the students in the online program had worked full-time while taking courses,
which was not the case for the younger on-campus students that were interviewed. While several of
the online students mentioned family, none of the on-campus students mentioned family as a factor
that affected their engagement. Only a few students from either group stated that they enjoyed
engaging in course discussions. The large majority of students, regardless of whether they were
enrolled in the on-campus or online program, simply participated to the extent that their other
obligations allowed them to participate. However, due to minimum requirements for participation in
online courses, this difference in participation seemed to manifest itself in the quality and length of
postings, not the frequency of participation.

"It depends on what is happening in the rest of
my life. The online piece had nothing to do
with it, it was more a global perspective of
how much I had to give it"

In addition to engaging in written discussions, some online classes include live chats in which students
are required to participate. The few students that had experienced live chat or live lecture in their
online courses did not speak of the experience fondly. Technical glitches, a lack of connection with
fellow students, a disadvantage relative to on-campus students, a lack of stimulation, and bad timing for
those in Eastern time zones were cited as reasons for not liking this aspect of online learning. Those
students who had participated in live course activities in the past spoke quite negatively of their
experiences in terms of both engagement and the utility they gained from participating in them.
However, students did not mention any privacy issues associated with the live chat function; their
discussion of this function was limited primarily to their lack of motivation to engage with it.

The various factors that were found to affect student engagement in their online courses are
summarized in Table 6.1 below.
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More Common (mentioned by at least 3 students)
9 Instructor competence
I Nature of workplace
9 Importance of privacy in the workplace
i Interestin course and discussion topics

Less Common (mentioned by 1 or 2 students)
9 Relevance of material being learned
f {GdzZRSydaQ LISNmR2Ylf fAFS
I Technical glitches in course delivery

In summary, the primary difference between factors affecting online and on-campus student

engagement is the lack of trust that students have in each other in the online environment. Other than

this lack of trust, the factors that influence the level of stdzZRSYy G4 Q Sy 3aF 3SYSyid 2yt AyS
RAFTFSNBYG FTNRBY 6KFG AYTI-daBpiO NehethdlébizobeyfdctdrOhavé y 31 IS Y
more of an effect on engagement, for online students in particular due to non-academic factors such as

work and family commitments. The relationship between the key research variables, as determined by

the interview findings, is summarized below in Figure 6.4.

Strategies Feeling of Safety
‘= Gbtudents are ubtudents adjust WAs a result of S WAs a result of
concerned about their behaviour to student and student strategies
privacy in their address these instructor and the online
online courses concerns strategies, students environment,
wConcerns are winstructor generally feel safe students engage
primari]y strategies are also (a low level of differently online
professional in helpful overall risk) when than on campus.
nature winstitutional learning online
strategies are not 6B types of trust
working influence students'

feeling of safety

Figure 6.4 ¢ Privacy Concern, Strategies, Feeling of Safety, and Engagement
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about the confidentiality of workplace-related information they share throughout their courses. In

response to their concerns, students have implemented various strategies, as well as benefited from

strategies executed by their instructors. Nonetheless, students admitted to engaging differently in the

online environment than they would on-campus. Therefore, while interview findings confirm a link

between concern for privacy and student engagement, the connection is in reality more intricate than

was suggested by the literature review. The differences and similarities of these findings and the

literature review findings will be discussed in greater detail in the following chapter.
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Chapter 7: Discussion

The following discussion considers the themes and trends of the interview findings in relation to the
literature review findings. Findings indicate that privacy concerns of students in the School of Public
Administration at the University of Victoria may be different from student privacy concerns more
generally, as indicated by the literature. This would mean that steps to address privacy concerns and
student engagement in this particular context may not necessarily be generalisable to the broader
University of Victoria context. The discussion is limited to those themes that are relevant to the
objective of this research, which was to address the following three questions:

1) 2 KFG I NB & lydaRetrys wkerQearhiign ghlorine classroom
and being exposed to a variety of learning technologies?

2) How do these concerns impact on their engagement, with course content,
with instructors, and with other students?

3) What can the university dotoaddressa (i dzZRSy &4 Q LIS NOS LI
comfort, and encourage student engagement online?

This chapter begins with a general discussion, followed by a discussion of studenta ftivacy concerns
pertaining to the online learning environment (Question 1 of the Research Objective). Next, the impact
of privacy concerns on student engagement is explored (Question 2). This will be followed by a
discussion of ways in which studentd Q & | énceiink GribN.Jhddressed, and a conclusion to the
discussion. Detailed recommendations for ways in which student engagement can be heightened
(Question 3) will comprise the following and final chapter of this report.

Interviews with 20 students from the School of Public Administration at the University of Victoria

NB&dAd 6SR Ay I 3ISYSNIt dzyRSNEGIYRAYI 2F gKI

concerns may affect how they engage with their online courses.

Literature suggested that the asynchronous nature of online learning has the benefit of allowing
students the opportunity to come up with meaningful responses and to think through the content of
their contributions (Powers & Mitchell, 1997; Richardson & Swan, 2003). Many of the students
interviewed felt the same way, in particular if they would not normally be the first to contribute in on-
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nature of online learning allows students who are less engaged in the on-campus classroom to
participate more online, where they can take the time to ensure the quality of their contributions (Tu,
2002b). Both of these findings were supported by students interviewed, however some of them did not
see this extra time to refine discussion postings as a good thing. In particular, many students thought
there were higher expectations for class discussion postings online because students had the time to re-
write and edit their contributions. Many students mentioned the significant amount of time required to
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meet minimum course requirements for participation as a negative aspect of online course work. In
addition, for some students the asynchronous nature of online course participation meant that they felt
the need to post formally, rather than informally as would be the case in an on-campus classroom.
Therefore, while the asynchronous nature of online learning held benefits for many students, several did
not enjoy the resulting level of work required for the participation component of their online courses.

Findings of the Literature Review indicated that the online learning environment can also facilitate
interaction in ways that the on-campus environment cannot. As stated by Tu (2002), users generally
have less self-awareness and perceive themselves as more invisible and anonymous online than in a
classroom. This was not supported by the findings of the interviews. Instead, students were very
conscious of their name and work information being shared with the class, and as a result censored their
online engagement to varying degrees. Students exhibited behaviour and opinions that indicated they
were in fact more self-aware and less anonymous online. Students worried that what they said in a class
may at some point be taken outside of the course context, that their opinions may be interpreted by
others as the opinion of their employer, and that any criticism of their workplace may get back to their
employer and affect their employment status. The smallness of the world of public administration was a
common theme, as students believed there was a realistic likelihood that they may at some point meet
former classmates in the work environment. For three students of the twenty interviewed, that had
already happened. In short, the online environment heightened student concerns about anonymity and
their personal descriptive information (name, position, employer, city) being kept private.

As suggested in the literature, there is a drop in perceived barriers to online learning after completing
just one online course (Muilenburg & Berge, 2005). This was supported by the interview findings;
students did seem more comfortable with certain online learning activities (handing in assignments
online, sharing email addresses) as they became more familiar with them through increased exposure,
and as they implemented strategies to accommodate any privacy concerns they had with these
functions. However, while students became more comfortable with the technical aspects of the course
learning platforms, they did not become more comfortable sharing workplace information without
altering it in some way.

{0dzRSy(iaQ dzy RSNREGFYRAY3I 2F 6KI G LINR Dl at cofss
information is not shared outside of the context for which it was originally shared ¢ was in line with
definitions of privacy found in the literature. Literature focussed on the notion of an individual being in
control of who gets to see personal information about them or information they have produced
(Sheehan, 2002; Blazic & Klobucar, 2004; Culnan & Carlin, 2009; Tang, Hu & Smith, 2008; Milne &
Culnan, 2004).

{GdzRSYyi1aQ NBLERZ2NISR LINAGEFOe O2yOSNya O20SNJ AaadzS

confidentiality of their information, as these terms were defined in the literature (Johns & Lawson,
2005; Culnan & Carlin, 2009; Blazic & Klobucar, 2004). As suggested in the literature, the three terms
are related, and were often used interchangeably by the students interviewed. Students primarily
discussed privacy, although their comments also indicated a concern for the safe storage (security) of
online information, as well as the confidentiality of their comments and identities.
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As outlined in the literature review, Sheehan (2002) discusses five key factors that influence a concern
for privacy: awareness of data collection; information use; information sensitivity; familiarity with entity;
and compensation. The latter is not relevant in this context, however all of the other four factors did
surface throughout the interviews. Students were generally not aware of any data being intentionally
collected. When asked about their thoughts on the storage of online course discussions after a course is
over, students responded that it would be important to know the purpose of storing it. The implication
is that students would have varying levels of concern for privacy depending on the purpose, a finding
that is supported by Sheehan. In terms of information sensitivity, students were primarily concerned
with the privacy of their workplace information. They were much less concerned, and in many cases
decidedly unconcerned about the risk of general course discussions being shared outside of the course
context. This finding was also supported by Tu (2002b). Familiarity with the entity is another factor
found by Sheehan to affect a concern for privacy. This was supported by the interviews, as students had
a much higher level of trust with the University of Victoria than other private institutions with which
they interact online. In summary, there are four key factors that both the literature and interview
FAYRAY3IE aK2¢g (2 0S NBfFGISR (2 | ailddzRBydQa

1) Awareness of Data Collection

2) Information Use

3) Information Sensitivity

4) Familiarity with University Entity

It is important to note, however, that the literature was silent with regards to student views on sharing
workplace examples and information, which was a dominant theme of the interview findings."
Students were very hesitant to fully disclose workplace examples and experiences in their discussion
because of the sensitivity of the information to them, and because they were not assured that any such
information they share could not be used outside of the online classroom. The privacy of workplace
information may have been particularly important to the sample used for this research, because all
students interviewed were graduate students with work experience.

Both the literature and interview findings suggest that online course discussion boards are considered
the least private aspect of online courses (Tu & Mclsaac, 2002; Blair & Hoy, 2006). The implication is
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heightened. Sharing workplace information in private assignments seen only by the instructor was less
of a cause of concern for students.

As was also indicated in the literature, many students were not aware of privacy policies relating to their
online learning or the more general online university environment. However, students generally

!2 Literature consulted for this report included research on both the undergraduate and graduate online learning
experiences.
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assumed that such policies existed, and that mechanisms were in place to protect their privacy and to
remedy any information breaches that might occur. A study by Johns and Lawson (2005) found that
students were generally not well-informed about privacy issues or about the legislation and university
regulations that might affect those issues. While this was also the case for the large majority of students
interviewed, there was one caveat C that students generally chose not to seek out additional
information because of their trust in and familiarity with the entity, the University of Victoria. This
finding went beyond what the literature discussed.

As discussed above, the privacy concerns that affected student engagement in online courses were

somewhat different than what the il SNJ (1 dzNB &dz33S&a0GSR® {GdzRSy1aQ NBI
predominantly back to their workplace and the discomfort they felt with having to share information

related to their employer. The perceived public nature of online course discussions added to student

concerns with sharing workplace information.

However, while the literature suggested that when students perceive an online learning environment as
less private or as unable to guarantee privacy, they are less engaged in the learning process (Tu, 2002b),
the interview findings differed. It was found that students engaged differently, not necessarily more or
less online than on-campus. The ability of students to engage to the same degree online as they are
able to in on-campus courses, albeit in different ways regardless of a concern for privacy is supported by
GKS fAGSNY GdzZNB 6/ KSy S |fdS Hnnyo o {GdzRSy (1aQ N
campus was primarily due to the compulsory nature of course participation in the online environment,
most often in terms of a required number of discussion postings a week. It is conceivable that, if
participation did not affect student marks, there would be significantly less student engagement in
online courses. While student engagement was no less online than on-campus, students did admit to
censoring their contributions in terms of both content and the strength of their opinions. Students did
not feel that the online environment allowed them to be candid in their participation, and were
generally very cautious with any written work that was available for the class to see. Therefore, while
the level of engagement (length and frequency of discussion postings) may be the same online, most
students adjust the tone and limit content (in particular discussion of workplace-related issues) when
participating online.

As discussed in the literature, a concern for privacy implies a lack of trust, trust that is required for
students to feel comfortable sharing information (Milne & Culnan, 2004). Discussions of trust in the
literature have focussed primarily on the relationship between consumers and retailers (Tang et al.,
2008; Milne & Culnan, 2004). However, trust was a common theme of the interview findings as well;
students did not trust that the personal and workplace information they are asked to provide as a part
of their online courses would be kept confidential to the course. The role of trust seems to be different
in the online learning environment than in the online consumer environment. For the students
interviewed, this lack in trust was primarily directed towards other students in their online classes, and
in some cases towards specific functions of the online learning platform. There was no evidence of a
lack of trust in the UniversityoF +* A QU 2NAIF X |4 GKS WNBGIF AT SNIPQ Ly ¥
extra layer of comfort for students that they did not feel with other private institutions online. The
literature was silent on the role of trust specifically in the context of the relationship between
universities and students.
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The literature and interview findings both suggest that providing students with more information would
bring their perceptions of privacy in line with the actual privacy of the online classroom (Proctor et al.,
2008; Culnan & Carlin, 2009). As discussed in the previous chapter, students overwhelmingly stated a
desire for more information on the privacy considerations associated with their online classes, although
they also stated that they would not read a privacy policy if it were provided to them. The key finding
here is that students are not responding to the way in which privacy-related information is being made
available to them ¢ via lengthy and wordy privacy policies.

As students tended to not seek out privacy information themselves, in large part due to their trust in the
University as a reputable institution, their knowledge of the privacy and confidentiality they can expect
in an online classroom was based on limited knowledge and assumptions. One particular incorrect
assumption held by several students was that course information is stored somewhere indefinitely even
after a course has been completed. However, as outlined in Chapter 5, University of Victoria courses are
archived on a University server for one year after the completion of a course. Subsequently, all student
information is stripped out and the course continues to be stored for potential future use by the
instructor. It is therefore conceivable that student privacy concerns could be somewhat decreased by
informing students of the length of time for which information is stored, and the measures that the
University takes in terms of securing stored data. Furthermore, to ensure such information is accessed
by students it would have to be succinct and written for students specifically. As students had not read
any University privacy policies, it was not possible to assess these policies in terms of their readability
and comprehension.

As discussed in the literature, the role of information such as that contained in a privacy policy is to
convey to users the privacy practices and principles to which an organization adheres (Proctor et al.,
2008; Culnan & Carlin, 2009). Generally, privacy policies are written more from the perspective of the
organization than to address directly any concern the users (in this case students at the University of
Victoria) may have. The interview finding that many students choose not to read policies even when
they are presented to them is supported by the literature (Proctor et al., 2008). Similarly, student
explanations for choosing not to read policies, which included that they are too long and seem to be
there to protect the organization rather than to inform them, was also expected (Milne & Culnan, 2004).
However, as students who are more informed may be less concerned with privacy, especially in cases
where incorrect assumptions are leading to a heightened concern for privacy, it is important to ensure
that students are aware of the risks they face or do not face by learning online. The connection
between better informed students and a decrease in concern about privacy issues is supported by the
literature (Johns & Lawson, 2005; Pace, 2001). Increasing student knowledge of existing measures in
place to protect their online privacy would help to create the trust necessary for them to feel
comfortable sharing information (Culnan & Carlin, 2009; Milne & Culnan, 2004).

A common suggestion made by students was that they receive more information about online course
privacy at the start of their courses, such as in the form of an informal privacy notice provided by
instructors to students for each course. The literature on privacy policies focused primarily on more
general university-wide policies and their availability via university homepages. The potential and
impact of informing students about privacy associated with their course platforms was not addressed by

the literature. This may relate backt2 G KS NBf I dA @St & y2@St yI (dz2NS

learning experiences and their ability to interact and learn online (Yang et al., 2006).
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As found in both the literature and interview findings, the mere existence of a privacy policy does not

mean that students perceive a given learning environment to be private (Culnan & Carlin, 2009).

Students must also be informed about the measures of privacy protection that apply to them. In lieu of

knowledge, student perceptions of online privacy concerns are influenced by any number of factors. For

SEIFYLX S LI ad SELSNASyOSasz laadzyLiianzyas G(GKS 02yidS
approach to risk may influence how privacy is perceived.

In summary, students generally do not seek out information on the privacy, security, and confidentiality
associated with their online courses. In so far as incorrect assumptions and perceptions of privacy may
negatively affect student engagement and information sharing online, providing students with correct
information that decreases perceived risks can positively affect student engagement in online courses.
It is important to provide students with brief, relevant information on the risks they do and do not face.
In particular, it is important that students at the University of Victoria are aware that their personal and
course information is not stored indefinitely on a server, but rather is only stored for a one-year period.

As found in the literature review, student engagement in online classes can benefit from the facilitation
of interactive learning styles (Arbaugh, 2000). However, interview findings indicate that interactive
learning and interesting discussions may not be enough to maximize student engagement, as student
privacy concerns will continue to impact the way in which they engage online. Findings imply that
students will continue to hold back on the content and strength of their contributions, as long as
contributions are required to include workplace information.

As the main issue discussed by students related to a lack of trust in fellow students, and the inability of
any privacy policy or course privacy notice to ensure that information will be held confidential, it is
unlikely that additional information on course privacy and confidentiality will significantly alter student
engagement. Instead, the focus may need to be on increasing the options for the type of information
students are required to include, and in increasing the anonymity of the students themselves,
simultaneously to better informing students about the privacy, security, and confidentiality of their
online courses. These recommendations and others are further explored in the final Chapter,
Recommendations and Conclusion.
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Chapter 8. Recommendations and
Conclusion

A primary purpose of this report was to develop recommendations on ways in which student
engagement in online classes can be maximized for Distance Education Services.  These
recommendations may in turn be implemented by instructors and Program Managers under the
guidance of DES. As indicated by the interview findings and research on the University of Victoria
context, the content of university privacy policies may not need to be changed. Instead, students would
benefit from more succinct and relevant information on the privacy associated with their online learning
activities. In addition, there are several straight forward changes to how online courses are facilitated
that can improve student comfort with participating in online course discussions with their classmates.

The focus of these recommendations is on removing barriers to student engagement in online courses C
barriers that stem from a concern for privacy, as well as from the online medium itself. The focus is
therefore not on altering any University of Victoria policies, but on sharing relevant information*® with
students in a way that is palatable to them. This will provide them with the knowledge they need to feel
safe and comfortable when interacting in an online learning environment. However, it must be noted
that the findings and therefore recommendations resulting from this research ¢ the literature review
and interviews ¢ are limited to the University of Victoria, School of Public Administration environment.
It is for this reason that the last recommendation is to conduct further research on student privacy
concerns.

One way in which students suggested they receive more information is in the form of a privacy notice
directed at them and provided by instructors to the participants in each course. These privacy notices
would contain only the information that students need to know, not entire privacy policies, which they
would most likely not read anyway. Unfortunately, the way in which information is currently being
provided to students is not resulting in them reading it.

The benefit of providing students with information on the privacy, security, and confidentiality they can
expect in their online classes has been discussed extensively in this report. In short, ensuring that
students are correctly informed about the privacy risks they do and do not face will mean that student
privacy concerns are based on reality rather than assumptions. The recommended Course Privacy
Notices would include succinctly-LINB & SY i SR Ay F2NXI GA2Y 2y GKS

on the privacy capacity of the online learning platform (Moodle, Elluminate, or Blackboard), and
AYTF2NXYEGAR2Y 2y gKIGO KFLWLISya 6A0K it 5udht
statement would include a reminder to students that they have a responsibility to inform themselves
about the privacy risks they face while learning online, and to know what actions they can take to
minimize these risks. The proposed Course Privacy Notice would also include suggested additional

BywSt SOFylh AYyTF2NNIGAZ2YQ A& 2yte GKS AYyT2N¥IGAZ2Y
entire privacy policies.
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resources for students to consult, which would enable them to take on this responsibility. In summary,
the information in the recommended Course Privacy Notices would include, at minimum:

f ¢KS LINAGI O Nxaja |aaz20Al 4GSR

interactions

The privacy capacity of the online learning platform itself

LYF2NNIGA2Y 2y gKFG KIFLIWISya ¢

after course completion

1 Areminder to students that they have a responsibility to inform
themselves about the risks they face while learning online

9 Links to additional resources ¢ for example, those currently available
via the DES web site

= =4

While Course Privacy Notices themselves could not guarantee the confidentiality of course discussions

and student postings to the online course fora, they however would ensure that students are aware of

0KS YSIFadaNBa GKIG GKS ' yAOGSNBRAGE 2F +AO02NAI KI &
course information. With this knowledge, 3 1 dZRSYy G4 Q O2 YT 2 NIi  ZoyrdesSSvldikéyi A y 3 A Y
be positively affected; an increased trust in the learning management system could to a certain degree

counteract the lack of trust students have in each other. An additional outcome of having instructors

post Course Privacy Notices in their courses is that instructors would become more aware of their own

responsibilities with regards to the privacy of students, and with regards to what university policies

permit them to do with course and student information.

The second recommendation also affects student engagement in online courses. In addition to
providing students with information on course privacy, instructors could provide students with a set of
clear expectations for participation in online courses. Instructors could draw from a generic set of
expectations, and if desired adapt them to particular courses. Items related to course participation that
could be clarified include the level of formality required in course postings, and the level of detail
required of workplace examples. The provision of detailed course expectations would ensure students
are aware that sharing workplace information and examples in classes is not compulsory, and that it is
acceptable to alter or combine workplace examples to make them more anonymous.**

Clarification of the level of formality required in online discussion postings would benefit those students
who incorrectly perceive a requirement for formality. By knowing exactly what is required of them
when participating in online courses, students can focus on the content of their contributions rather
than worrying about the formality of what they write. Course expectations would also clarify the many
ways in which workplace information can be shared in courses. By providing alternatives and informing
students of ways in which relevant examples can be shared with the class while at the same time

% Suggested Guidelines for Program Managers and instructors on changes to course design and delivery that can
improve student engagement are listed in Appendix C. These suggestions are derived from Recommendations 1,
2,3,and 4.
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could be positively affected.

An additional way in which student comfort and engagement can be encouraged is by ensuring online
instructors have the tools and knowledge they need to maximize student engagement. More
specifically, DES could compile a Best Practices Tool Kit from student recommendations and evaluations
of past online courses. Instructors who are new to the online teaching environment should be especially
encouraged to make use of resources available for them through DES (& , 2 dzNJ { (G dzRSy (i
t NBaSyO0Sz¢é YR ¢St OKAY3 ¢S O kofsgifleRoIntrSciods vialthBES
homepage).

Information included in such a tool kit would include information on how to facilitate an online course,
the differences between on-campus and online teaching, as well as the differences between on-campus
and online engagement. This tool would also provide new online instructors with suggestions for the
optimal organization of course information. It would of course also include information on the privacy
considerations of the environment, in particular where these differ from what may have been the norm
in an on-campus setting. By guaranteeing instructor competence in these areas, student comfort
participating in online classes can be heightened.

As the primary privacy concern students had in their online courses related to the risks they felt they
faced when sharing workplace information in an online environment, one way in which DES can address
privacy concerns is to provide Program Administrators and instructors with methods they can use to
increase their studentsQ LIS NS A @S R this Wa, ¥n§ Wokkpla&e information students share
could not be related directly back to them. While it would be difficult to decrease an emphasis on
sharing workplace information in their classes, there are some simple steps that could be taken to
increase the anonymity students feel in the online environment, and therefore make them feel more
comfortable sharing workplace information. Three simple ways in which studenta &onymity could be
increased in the online learning environment are:

1) Identify online students via their first names only in Moodle,
Blackboard, or Elluminate

2) Inform students that posting profile pictures of themselves is
optional, that they can post a picture of anything they wish as a
part of their online profile, something that in some way
represents them

3) Increase the flexibility of information required for the
introductory statement, inform students that the name of their
employer and position is not required, that the nature of their
work and their areas of interest would suffice
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names in online courses. As most students that are employed in the public sector can easily be found
via the appropriate government directory, the use of only first names would significantly affect the
anonymity that students feel in the online learning environment. Furthermore, while it is not generally
mandatory to post profile pictures or provide detailed background information in introductory
statements, when students are unclear of what is required they tended to err on the side of caution and
share more than they would prefer. Therefore, informing students of the flexibility they have in the
type of picture they post to their profile and the ways in which background information can be
presented in their introductory statements would give them additional comfort in their online course
participation. These three measures to increase student anonymity would positively affect student
engagement in online courses.

This last recommendation addresses the preliminary nature of the research conducted for this report,

and the inability to generalize the present findings to a broader University online learning context.

Distance Education Services may like to undertake further research beyond the scope of the School of

Public Administration to determine the relevance of the present research findings to the broader
University of VictoriaO2 Y'Y dzy A (1 & @ Ly LI NIGAOdzZ FNE A& adddzRSyidaQ
particular only to the School of Public Administration? |Is it particular to students in professional

programs, or to students who work in the public sector? Furthermore, what information about privacy

do students really want to know?

¢tKS NBO2YYSYRSR aiN}YGS3e F2N) FdzidzNE NBaSIFNOK 2y &
to conduct inter-disciplinary focus groups with students from different online programs, together with
program administrators and instructors. Focus groups that build on the present findings would generate
a more in-depth understanding of student perceptions of privacy and engagement. They would also
result in an understanding of the instructor perspective of privacy issues. For example, how aware are
instructors of their responsibilities with regard to ensuring the privacy of students in their online
classes? How knowledgeable are they about the functions of the various learning management
systems? How do instructors perceive privacy in the online classroom, and what recommendations do
they have for encouraging student engagement and learning? Answers to these questions would
facilitate a more rounded view of the issues that have been discussed primarily from the student
perspective in this report. A suggested focus group script is included as Appendix B.

The university environment is different than the online consumer environment in one important way C
students do not have the luxury of choosing between different courses based on their privacy
characteristics. It is therefore important to ensure that students are provided with an online learning
environment that makes them feel safe and comfortable interacting online. As student engagement is
associated positively with student learning, student engagement will remain a clear goal of online
courses.
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Privacy concerns related to sharing workplace information were a dominant theme of the interview
findings, and affected the way in which students engage online. Concerns stemmed primarily from the
knowledge that it was possible to share such information outside of the class, and that there was no way
of ensuring the confidentiality of such information. Importantly, instructor statements on the
confidentiality of course discussions did not provide all students with sufficient assurances about the
way in which their information will be treated by fellow students. A series of recommendations have
therefore been made to address these and other student privacy concerns and to encourage student
engagement. In future research, it would be interesting to determine whether this concern with sharing
workplace information is also prevalent in other online professional programs.

This report is a first step in addressing a gap in the literature on how student privacy concerns relate to
student engagement in online learning. This report has shown that there does seem to be a relationship
between studentsQprivacy concerns and their engagement in online courses. However, the reported
privacy concerns were not related to any technical abilities of the learning management systems as was
suggested by the literature. Instead, student privacy concerns related primarily to concerns about the
confidentiality of the workplace information they are asked to share in their courses. As a result of
these concerns, students implemented various strategies to increase their sense of safety. Despite
these strategies, students engaged differently online than on-campus.

As online learning continues to expand, it will remain important to ensure that student learning is

maximized in the online environment. Determining and addressing student privacy concerns in online
learning is one area that would benefit from receiving more attention in the future.
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Appendix A _ Interview Questions

Interview Questions
Privacy, Security and Student Engagement in the Online
Learning Environment

Universit
T iversity

of Victoria

Charlotte Stange
April 19, 2010

For details on the interview questions, please contact the Manager, Distance Education
Services.
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Appendix B _ Suggested Focus
Group Questions

For more information on suggested focus group questions, please contact the Manager,
Distance Education Services.

69



Appendix C - Guidelines for Online
Course Design and Delivery

Ensure that instructors are trained
and capable of facilitating an online
course

Mandate the use of Course Privacy
Notices for online courses

Increase the anonymity of online
students

70

Ensure that instructors are aware of their responsibilities
with regards to the privacy of student information and
coursework, and what actions they are permitted to take
with this course information after the completion of courses.

Provide mandatory training to first-time online instructors
on the learning management system they will be using.

Provide mandatory training to online instructors on the
different ways in which student engagement can be
encouraged in the online learning environment

Provide instructors with a generic course privacy notice that
includes only privacy information that is relevant to
students. Instructors can then adapt these for each course
before posting it visibly to the learning management system
throughout the duration of the course.

Allow students to participate in courses using only their first
name

Ensure that instructors are aware that they cannot mandate
students to post profile pictures, however that they can
encourage students to post any picture as a representation
of themselves



Provide students with detailed
expectations for their participation

Increase the flexibility of informabn
required for introductory statements

Provide alternatives to wdkplace
examples

71

Clarify the level of formality required in course
discussion postings (are postings meant to be written
academically, with citations, or is it acceptable to write
in a conversational format similar to a tone that would
be used in-person on-campus)

Inform students that detailed job titles and names of
employers are not necessary, that it is sufficient to
discuss the general nature of his or her past work and
academic experiences.

Ensure that students are aware that sharing workplace
information and examples in classes is not compulsory

Inform students that it is acceptable to alter or combine
workplace examples to make them more anonymous

Provide students with acceptable alternatives to
workplace examples ¢ for example case studies
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